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FEDERAL BUREAU OF INVESTIGATION

/0/7
Precedence: IMMEDIATE Date: 09/12/2003 I

To: »All Divisions Attn: ADIC, AD, DAD, SAC, CDC

From: Office of the General Counsel b2

National Securitv Law Branch Vbs

Contact:| I b7C

Approved By: Mueller Robert S III

FLL IIIFFIPIIPTION COIJTQINED
Drafted By: HEREIN It» UNCL11n"IFIED

UP-_JL 12-i35"¢.[|El5 Bi &#39;55l7&#39;:&#39; DPIH L]: KW 35-

Case ID #:66F�HQ�A143ll82 ~19/92�F~9~ 5&#39;

�Title: BUSINESS RECORD APPLICATIONS
DELEGATION OF AUTHORITY

Synopsis: Delegates signature authority for Applications for J�
Business Records to FBIHQ officials under 50 U.S C. § 1861.

Details: The Foreign Intelligence Surveillance Act of 1978
 FISA!, SO U.S.C § 1861, provides for access to certain business
records for foreign intelligence  FI! and international terroris
 IT!investigations through issuance of an order from the FISA
Court  FISC!. Section l86l a! authorizes the "Director of the
Federal Bureau of Investigation or a designee of the Director
 whose rank shall be no lower than Assistant Special Agent in
Charge!" to make an application for the order.

Thus, as permitted by 50 U.S.C. § l86l a!, I hereby
designate certification signature authority for applications for
FISA business records to the following FBI Officials:

l The Deputy Director;

2 The Executive Assistant Director for &#39;

Counterterrorism/Counterintelligence;

3. The Assistant Director and all Deputy
Assistant Directors of the Counterterrorism,
Counterintelligence, and Cyber Divisions; and

4 The General Counsel, the Deputy General
Counsel for National Security Affairs, and the
Senior Counsel for National Security Affairs.
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; To

1

: All Divisions From: Office of the General Counsel
Re: 66F�HQ�Al43l182, O7/18/2003

The National Security Law Branch is hereby authorized
to prepare business record applications and will issue guidance
on the application process.
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,, �TO: Al l Divisions From: Office of the General Counsel

Re: 66F~HQ�Al43ll82, O7/18/2003

LEAD :

Set Lead 1:  adm!

ALL RECEIVING OFFICES

Disseminate to personnel involved in CI and IT
operations and to other personnel as appropriate.
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DATE: lE�I39�2[][]5
ILASEIFIED EY 551??-"�DI"IH�LP,-"&#39; F] GS-6�-J~I]5%5
P.EASOI&#39;~I: 1 1} V"!- A-». ALI II&#39;~IE&#39;II1R192�I,-QTICFN CCNTAIIIZD
DECLAEEIFY OI"-Ii lZ�U9-2|]3U HEREIN IS LII�-JCLAFJSIEIEL Z92CEPT

QUEKHONSFORTHERECORDFRONHDRECTORS5QQ©4SENATEHEARDK}
NSLBRESPONSES

28. OGC. During the hearin S g, enator Grassley asked you about
the retroactive classification of information provided by the FBI
to Committee staff related to a whistleblower who previously
worked for the FBI translation program. I share Senator
Grassley�s concern that this order is unrealistic. A great deal
of information regarding the whistleblower&#39;s claims, including
the FBI&#39;s corroboration of many of the problems she raised, has
been in the public record for more than two years. I appreciated
your statement that the retroactive classification order was not
intended to place a gag on C_ ongress. However, the notice
received by staff members of the Judic&#39; �
V .

iary Committee was very
ague, referring only to �some� information conveyed in the

briefings. If state secrets are truly implicated by something
that was said in an unclassified briefing two years ago, the FBI
should provide very specific instructions to current and former
staff on what information must be kept secret. Will you instruct
your staff to provide more specific information to relevant staff
about what, exactly, from the 2002 briefings is classified and
what is not?

b5 �

33. OGC. You testified that � , prILOr to the PATRIOT Act, �if a
court�ordered criminal wiretap turned � &#39; &#39;
i f &#39;

up intelligence
n ormation, FBI agents working on the criminal case could not

share that information with agents working on the intelligence
case.� Please state specifically what law or laws prevented such
information�sharing prior to PATRIOT, and whether a court could
authorize such information�shar&#39; ing, regardless of any such law or
laws?

Response: Prior to th e changes brought about by the Patriot
Act, Title 18 Section 2517 was interpreted to solely authoriz
the sharing of interc t &#39;

e

ep ed wire, oral, or electronic

lse�etr

___,_____-
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communications for criminal law enforcement purposes without the
need to obtain a court order. Sharing intercepted information
for foreign intelligence purpose required
based upon the statutory language, it was
would sign an order. The changes to the
allow the sharing of foreign intelligence

a court order and,

unclear whether a judge
Patriot Act clearly
information developed

during a court-ordered criminal wiretap with the agents working �
intelligence�cases.

34. QQQ. You further testified that, prior to the PATRIOT Act,
�information could not be shared from an intelligence
investigation to a criminal investigation.� Please state
specifically what law or laws prevented such information-sharing
prior to PATRIOT?

Response: Prior to the Patriot Act, there were procedures _
for sharing information between intelligence investigators and
criminal agents and prosecutors, but they were difficult,
burdensome and usually resulted in less than fulsome sharing.
For example, the FISA statute was interpreted to require a
"primary purpose" of gathering intelligence in order to secure a
FISA Court order. Because of this interpretation of the FISA
statute, the Department of Justice and the FISA Court required
that certain procedures be followed in order to share
intelliggnge with &#39; &#39; &#39; &#39;

1. n

For additional information, see the answer to question 35.

35. OGC. In his statement to the 9/ll Commission, the Attorney
General blamed the creation of the so�cal1ed "wall" between

criminal investigators and intelligence agents on a 1995
memorandum authored by a senior official in the Reno Justice
Department, now a member of the 9/ll Commission. 3

a. Do you agree that the architecture of the wall was in

place long before 1995, having its genesis in established legal
doctrine dating from 1980?. If not, how do you explain the
extensive discussion of this issue in the one and only reported
opinion of the FISA Court of Review, decided on November l8,_
2002? &#39;

BE ET
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How did the FBI handle information�sharing between
criminal investigators d &#39; &#39;an intelligence agents before 1995?

b. Do you agree that the Gorelick memo established

proactive guidelines amidst a critically important terrorism
prosecution to facilitate information sharing..

s|:!s |2ET
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which account for approximately 75% of the total FISAS for the
FBI. The remaining FBI &#39; &#39; &#39; &#39;

High Performance Technologies, Inc. HPTi! is the contractor
for the development of the FISAMS" During FY 2003, we currently
have allocated $900,000 for Version 1.0 of the FISAMS. We are

contracting an additional $1 million with HPTi for enhancements

beginning September 2004, which was funded by the Wartime
Supplemental Funds received by the FBI. There will be several
follow�up versions to further enhance the FISAMS in the future.

FY06 is the first budget cycle the FISA Unit has been able to
formally request funding for this project.

59. OGC.  Follow�up to Leahy 18C! Did you personally review
the 4 FISA applications reportedly not approved by the FISA court
last year? Can you provide any details on why the 4 applications
were not approved?

60. QQQ.  Follow-up to Leahy 18D! Can you provide us with a
blank copy of the FISA Request Form referenced in your response?
Will you provide us with a blank copy of the form that the FBI
created for requesting business records from the FISA court?

srsqr-:T



ssclser I

61. OGC.  Follow�up to Leahy 21! Did you refer the question to
DOJ OIPR? When? Have you been asked to assist in the response?
When?

OCA Note: OCA proposes to respond that the

its responses to DOJ on 10/22/03, including
that the answer to Senator Leahy&#39;s question
classified information, which is ordinarily

FBI forwarded

our indication

21 called for

supplied to
Congress by DOJ&#39;s Office of Intelligence Policy and Review
 OIPR!. By letter to the Committee dated 3/4/04, DOJ&#39;s�
Office of Legislative Affairs forwarded the Departmentfs
responses to the Committee, including the FBI&#39;s original
response to this question. - _

Response: OGC concurs with OCA&#39;s response.

74. Q1112. In June 2003, Glenn Fine, the Inspector General for
the Justice Department, found �significant problems in the way
the detainees were handled� following 9/ll. These problems
included a failure by the FBI to distinguish between detainees
whom it suspected of having a connection to terrorism and
detainees with no connection to terrorism; the inhumane treatment
of the detainees at a federal detention center in Brooklyn; and
the unnecessarily prolonged detention resulting from the
Department&#39;s �hold until cleared� policy-� made worse by the
FBI&#39;s failure to give sufficient priority to carrying out
clearance investigations. In your opinion, has the Justice
Department responded in an appropriate manner to all the abuses
identified in the Inspector General�s report? What steps has the
FBI taken to prevent such abuses from occurring in the future?

DEE ET
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84. Sections 203 b! and 203 d! of the USA�Patriot Act provide
specific authority for the provision of intelligence information
acquired in the course of a criminal investigation to elements of
the Intelligence Community. Section 901 of the same act makes
such disclosure in most cases mandatory. The following questions
pertain to the implementation of these sections.

a. QQQ. Section 203 c! of the USA�Patriot Act requires the
Attorney General to "establish procedures for the disclosure for
the disclosure of information� as provided for in Section 203.
Have such procedures been promulgated? If so, please provide a
copy of those procedures to the Committee.

Response to Q84 a: On September 23, 2002, the Attorney
General promulgated guidelines that established the procedures
for disclosure of information under Section 203 of the Patriot

Act. A copy of the guidelines is attached. The Office of the
General Counsel issued an EC advising all Divisions of the
procedures. .A copy of the EC is attached.

b. QQQ. Section 203 b! specifically provides authority "to
share electronic, wire, and oral interception information" where
such information is foreign intelligence information. What is &#39;
the method for disseminating such information to the Intelligence
Community?

V Response: This information may be disseminated in any
format deemed a &#39; &#39; &#39;

b5

 i! In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" �
is this the mechanism used for dissemination of Section 203  b!
material? &#39;

�! If so, how many such reports have been

_

V
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issued?

_ �! Has the Federal Bureau of Investigation
 developed procedures to ascertain the quality and value of such
intelligence reports? &#39;

c. QQQ. Section 203 d!, the so�called "catch�all"
provision, provides a general authority to share foreign
intelligence information with the Intelligence Community. What
is the method for disseminating such information to the
Intelligence Community?

 i! In your testimony you made reference to newly�created
procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" �
is this the mechanism used for dissemination of Section 203 d!
material? -

�! If so, how many such reports have been
issued?

�! Has the Federal Bureau of Investigation
developed procedures to ascertain the quality and value of such
intelligence reports?

d. QQQ. Section 905 c! of the USA�Patriot Act requires the
Attorney General to "develop procedures for the administration of
this section. . . ." Have such procedures been promulgated? If
so, please provide a copy of those procedures to the Committee.

EEIT
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e. Inspection Division. Has the Department of Justice, the
Director of Central Intelligence  in his capacity as head of the
Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or
implementation of Section 203 of the USA�Patriot Act? If so,
please describe the nature and disposition of any such complaint.

f. OGC. Based upon the application of this provision of
law during the period since its passage, are there changes to
this statute which the Congress should consider?

I b5
i IOGC strongly believes that Section

203  b! and  d! should not be allowed to expire on December 31,
2005. The changes brought about by the Patriot Act have
significantly increased the ability of the FBI to share
information. [Notez DOJ has provided or is in the process of
providing examples of how the Patriot Act has been an asset to
our investigations and why the sunset provisions should not
_sunset. We refer OCA to the DOJ for these examples.]

85. Sections 206 of the USA�Patrict Act, the so�called "roving
wiretap" provision, permits the issuance of a FISA warrant in
cases where the subject will use multiple communication .
facilities. This question pertains to the implementation of this
section during the time period since the passage of the
USA�Patriot Act, October 26, 2001.

Response:

a. How often has this authority been used, and with what
success?

1

Eaigsr



1

v
I
>

1
i
1

>
i

92
n

v

92

>
I

1
x

§

b2

b7E

b5

b5

b5

sttétr

disseminates intelligence via "elect

pursuant to the FISA?

Response: FBI intelligence products are an important vehicle
for the dissemination of both FISA�derived and non-FISA foreiqn

b. In your testimony you made reference to newly-created
procedures by which the Federal Bureau of Investigation

ronic intelligence reports" �
is this the mechanism used for dissemination of material acquired

intelligence information, but not the onlv one.|

More specifically, the FBI shares many forms of forei nH intelligence with other members of the Intelligence Communitv,| |
I through direct classified and unclassified

dissemination and through websites on classified Intelligence
Community networks. The. FBI also shares �intelligence with
representatives of other elements of the Intelligence Community who
participate in Joint Terrorism Task Forces  JTTFs! in the United
States or with whom the FBI collaborates in activities abroad. FBI
intelligence products shared with the Intelligence Community
include Intelligence Information Reports  IIRs!, Intelligence
Assessments, and Intelligence Bulletins.

The FBI also disseminates intelligence information through Law

Enforcement Online  LEO!, a virtual private network that reaches
federal, state, and law enforcement agencies at the Sensitive But
Unclassified  SBU! level. LEO makes finished FBI intelligence
products available, including Intelligence Assessments resultin
from analvsis of criminal, cvber, and terrorism intelligence

Intelligence

posted the requirements document on LEO, which provided state and

Information Reports also are available on LEO at the Law
Enforcement Sensitive classification level. The FBI also recently

local law enforcement a shared view of the terrorist threat and the

information needed in every priority area. &#39;
»

 i! If so, how many such reports have been issued?

Response: In the past two years the FBI�s Counterterrorism

I sapetr 92 92
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Division&#39;s Terrorism Reports and Requirements Section has
disseminated 76 intelligence information reports  IIRs! containing
information derived from FISA�authorized surveillance and/or
search.  Statistics are not maintained in such a way that would
enable us to say whether any of the FISA<derived information in the
reports was obtained using "roving authority."! Other FBI
Divisions have also issued reports containing FISA-derived
information. For example, the Cyber Division has written a total
of 24 electronic information reports containing FISA-derived
information.

 ii! Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such intelligence
reports? -

Response: The Office of Intelligence promulgated the FBI&#39;s
Intelligence Information Report Handbook on 9 July. The Handbook
establishes the first comprehensive FBI�wide guide for the format
and content of raw intelligence reports. The Office of Intelligence
is working to develop evaluation guidelines based, in part, on the
criteria established in the Handbook for the types of information
to be reported and &#39; " &#39; &#39; ce

community partners,

In addition, the FBI&#39;s Inspection Division has established
&#39; iteria for the value of human source reporting,

[ffii:iii7:::Taccess and responsiveness to local FBI field o ice,
FBI program and national intelligence requirements . The Office of
Intelligence is developing guidelines to use this same criteria as
a means of evaluating the value of raw intelligence. Initial
discussions on this issue have been held with representatives from
the Counterintelligence, Counterterrorism, Criminal and Cyber
Divisions. The results of these discussions are being incorporated
into evaluation guidelines.

c. Some have read this section as providing for surveillance
in cases where neither the identity of the subject or the facility
to be used is known �� in effect, allowing for the authorization of
PISA surveillance against all phones in a particular geographic
area to try to intercept conversation of an unknown person. Is
this the reading of the statute being adopted by the Federal Bureau
of Investigation and the Department of Justice? If not, please
provide your interpretation of this authority.

SE ET

g;III]



92

~ st ET

Response: No, the FBI does not interpret the statute as
allowing for the authorization of FISA surveillance against all
phones in a particular geographic area to try to intercept
conversations of an unknown person. In order to make a showing of
probable cause, the FISA statute requires a statement of the facts
and circumstances relied upon by the applicant for surveillance to
to justify the belief that: �! the target of the electronic
surveillance is a foreign power or an agent of a foreign power;
and, �! each of the facilities or places at which the electronic
surveillance is directed is being used, or is about to be used, by
a foreign power or an agent of a foreign power. Thus, the FISA
statute does not permit coverage to be authorized, with or without
the "roving wiretap" provision, to allow for surveillance against
all persons in a particular geographic area. The FBI has
interpreted the "roving" authority as permitting the FBI to request
that the Foreign Intelligence Surveillance Court issue a "generic"
secondary order, along with specified orders, for a specifically
identified FISA target, that
the unknown  at the time the

Internet service provider, or
target rapidly switches from

the FBI could serve in the future on

order is issued! cell phone carrier,
other communications provider, if the
one provider to another. The roving

wiretap order still requires that a federal law enforcement agent
swear in a detailed affidavit to facts establishing probable cause,
and still requires a court to make a finding of_probable cause
before issuing the order. The roving order has the additional
requirement of a judge&#39;s approval to monitor more than one
telephone. But now, each time a target vchanges his cellular
telephone, instead of going through the lengthy application
process, government agents can use the same order to monitor the
target. This will allow the FBI to go directly to the new carrier
and establish surveillance on the authorized target without having
to return to the Court for a new secondary order. The FBI views
this as a vital and necessary tool to counter certain targets who
engage in such actions as a deliberate means of evading
surveillance. &#39;~ &#39; ~

 i! Have any briefs been filed with the Foreign
Intelligence Surveillance Court on this subject? If so, please
provide copies of such briefs to the Committee.

Response: The FBI has filed no such briefs on this subject.

d. Inspection Division

e. Based upon the application of this provision of law during

5 T
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ithe period since its passage, are there changes to this statute
which the Congress should consider?

Response: No, we request only that the provision be
preserved. I

86. Section 207 of the USA�Patriot Act extends the time limits
provided in the FISA which govern surveillance against agents of a
foreign power. -

&#39; a. Has the Federal Bureau of Investigation or the Department
of Justice conducted any review to determine whether, and if so,
how many, personnel resources have been saved by this provision?
If so, please provide the results to the Committee.

b5

b. Have there been any cases where, after the passage of the
now�extended deadlines it was determined, either by the Department
of Justice, the Federal Bureau of Investigation or the Foreign
Intelligence Surveillance Court, that surveillance should have been
terminated at an earlier point because of the absence of a legally
required predicate.

Response: None of which the FBI is aware.

c. Inspection Division

d. Based upon the application of this provision of law during
the period since its passage, are there changes to this statute
which the Congress should consider?

Response: None at this time.

89. Section 214 of the USA�Patriot Act permits the use of FISA pen
register/trap & trace orders with respect to electronic
communications, and-eliminates the requirement that such use be
only in the context of a terrorist or espionage investigation.
This question pertains to application of this provision since its
passage, and to all instances, not only terrorism investigations.

a. OGC. In how many cases has this authority been used?
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 i! How many of such cases were terrorism�related?

b.~ OGC. Of the cases in which such authority was used, in
how many was a subsequent application for a full surveillance order
made pursuant to the FISA, or Chapter 19 of Title 18?

Response:&#39; OGC does not have a way to determine how many pen
registers evolved into full FISA&#39;s.

. c. Inspection Division. Has the Intelligence Community,
Department of Justice, or Federal Bureau of Investigation developed
regulations or directives defining the meaning of non� content
communications? If such regulations or directives have been
issued, please provide copies to the Committee.

d. QQQ. In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" �
is this the mechanism used for dissemination of material acquired
pursuant to this section of the PISA?

 i! &#39;If so, how many such reports have been issued?

 ii! Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such intelligence
reports? &#39;

Response: Please see answer to Question 85.

90. Section 215 of the USA�Patriot act authorizes the Foreign
Intelligence Surveillance Court to issue orders permitting FBI to
access "tangible" items in the course of a terrorism or espionage
investigation. The following questions pertain to the application

sbzér-:r
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of this provision since its inception.

a. OGC. How many times has this authority been used, and
with what success?

b. OGC. Has this provision. been. used to require the
provision of information from a library or bookstore? If so,
please describe how many times, and in what circumstances.

c. QQQ. In your testimony you compared this provision with
existing authority in the criminal context, noting that records
such as library records are subject to a grand jury subpoena.
However, in criminal cases the propriety and lawfulness of
subpoenae are to some extent tested in the adversary process of a
trial � how, in the context of the FISA, does such a check occur?

d. OGC. As of October 2004 the Department of Justice advised
that this provision had not been used. If that is true, is there
a necessity to maintain this provision in law? Why?

 i!� With respect to the potential applicability of this
section to libraries and bookstores, there has been some concern
that the mere prospect of use of the statute has a "chilling
effect" on the use of these facilities. Can this chilling effect
be minimized, if not eliminated, by incorporating a thigher
threshold for use� in the limited context of libraries and
bookstores? If not, why not?

e. QQQ. In your testimony you made reference to newly-
created procedures by which the Federal Bureau of Investigation
disseminates intelligence via "electronic intelligence reports" �
is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

 i! If so, how many such reports have been issued?

 ii!- Has the Federal Bureau of Investigation developed
procedures to ascertain the quality and value of such intelligence
reports?

f. Inspection Division. Has the Department of Justice, the
Director of Central Intelligence  in his capacity as head of the
Intelligence Community! or the Federal Bureau of Investigation

S ET I
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received any complaints regarding the application or implementation
of Section 215 of the USA�Patriot Act? If so, please describe the
nature and disposition of any such complaint.

_ g. OGC. Based upon the application of this provision of law
during the period since its.passage, are there changes to this
statute which the Congress should consider?
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92. Section 218 of the USA�Patriot Act created the so�called

"significant purpose" test for applications pursuant the FISA,
clarifying the law to recognize that in� many cases_ such
surveillance may implicate both a law enforcement and an
intelligence interest. This question.pertains to the implementation

swift
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of this provision since its passage.

a. QQQ. Please provide the Committee with specific examples,
in unclassified form if possible, of cases in which both law

- enforcement and intelligence interests were "significant."

b. Inspection Division. Has the Department of Justice, the
Director of Central Intelligence  in his capacity as head of the
Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application.or implementation
of Section 218 of the USA�Patriot Act? If so, please describe the
nature and disposition of each such complaint.

c. OGC. Based upon the application of this provision of law
during the period since its passage, are there changes to this
statute which the Congress should consider?

b5

b5
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c. OGC. Based upon the application of this provision of law
during the period since its passage are th_ , ere changes to this
statute which Congress should consider? &#39;

101 d. QQQ. According to court records, no criminal charges were
ever filed against Mayfield. Instead, he was detained as a�
material witness. Why was Mayfield held as a material witness and
not charged with any criminal conduct? _

gck�
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100 e. CTD  in coordination with OGCL. Mayfield has stated that he
believes that his home was secretly searched before he was declared
a material witness and detained. Prior to, or during his
detention, was the Mayfield residence or office searched pursuant
to a warrant under the Foreign Intelligence Surveillance Act  FISA!
or a delayed notification search warrant? If the latter, please
indicate  a! the basis for seeking delayed notice of the search
warrant and  b! the time period requested and granted for delaying
notice.

b7C

V b1
92
� b5

b7A

103. QQQ. In September 2003, the U.S. Department of Justice
disclosed that it had not yet used section 215 of the USA PATRIOT
Act. On March 9, 2004, I sent a letter to the Attorney General
asking him to clarify whether section 215 has been used since
September 18, 2003.  Copy of letter attached.!

a. Please indicate whether section 215 has been used since

September 18, 2003.

b. _If section 215 has been used, please describe how it has
been used. How many U.S. persons and non�U S. persons were targets
of the investigation? Was the section 215 order served on a
library, newsroom, or other First Amendment sensitive place? Was

of the search used in a c &#39; &#39; &#39;

ssgg�r
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coordination, law enforcement agents and prosecutors leamed from intelligence
officers that an April 2003 telephone conversation between Dumeisi and a co-
conspirator corroborated evidence that Dumeisi was acting as an agent of the Iraqi
government, providing a compelling piece of evidence at Dumeisi�s trial.

. b. Has the Department of Justice, the Director of Centralvlntelligence  in his
capacity as head of the Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 218 of the
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint.

Response:

b5

c. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider? &#39;

Response:

b5

93. Section 220 of the USA-Patriot Act, "Nationwide Service of Search Warrants for
Electronic Evidence" allows for the execution of a search warrant seeking electronic data
anywhere in the country. This question pertains to the implementation of this provision
since its passage.

a. In how many cases has this authority been used?

Response:

VVhile the FBI does not require or maintain centralized statistics on the use of
search warrants, Field Of�ces indicate that they have routinely relied on this

118



provision  codi�ed at 18 U.S.C. 2703 a!! and can safely estimate that, nationwide,
this search authority has been used at least lOO times since its passage.

In section 220 of the USA PATRIOT Act, Congress adapted federal law to
changing technology by allowing courts to order the release of stored
communications through a search warrant valid in another speci�ed judicial
district. The ability to obtain this information with greater ef�ciency has proven
invaluable in numerous cases, includi:ng: several terrorism investigations  such as
the Virginia Jihad case described above and a complex terrorism �nancing case in
which it was used to obtain a subject&#39;s e-mail related to a 7/4/02 shooting at Los
Angeles International Airport!; child pornography cases in which it is used to
obtain infomration from ISPs regarding those trading sexually exploitive images
of children; investigations of "carders"  those who use and trade stolen credit card
information!; and numerous investigations into Intemet sales of counterfeit
products, which have led to several indictments and the seizure of bank and
"�nancial accounts.

Child pornography cases highlight the bene�t of Section 220, because the ability
to obtain a search warrant in the jurisdiction of a child pornography investigation
rather than in the jurisdiction of the ISP is critical to the success of a complex,
multi-j urisdictional child pomography case. In the absence of section 220, law
enforcement agents would either have to spend hours brie�ng other agents across
the country so they could obtain warrants in those jurisdictions, or travel hundreds
or thousands of miles to present warrant applications to local magistrate judges.
Without Section 220, one of two things would often occur in light of limited law
enforcement resources: either the scope of the investigation would be narrowed or
the case would be deemed impractical. at the outset and dropped.

The following case, included in DOJ&#39;s July 2004 "Report from the Field: The
USA PATRIOT Act at Work," provides an additional example of the bene�ts
afforded by Section 220. A man, armed with a sawed-off shotgun, abducted his
estranged wife and sexually assaulted her. Then, after releasing his �wife, he �ed
West Virginia in a stolen car to avoid capture. While in �ight, he contacted
cooperating individuals by e- mail using an Internet service provider  ISP! located
in Califomia. Using the authority provided by section 220, investigators in West
Virginia were able to obtain an order :from a federal court in West Virginia for the
disclosure of information regarding the armed fugitive�s e-mail account, including
the Califomia ISP. Within a day of the order&#39;s issuance, the ISP released
information revealing that the fugitive had contacted individuals from a public
library in a small town in South Carolina. The very next day, Deputy U.S.
Marshals went to the town and noticed a carnival set up next to the public library.
Because they were aware that the fugitive had previously worked as a camival
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worker, the Deputy Marshals went to the carnival and discovered the stolen car,
arresting the fugitive as he approached the car. He later pled guilty in state court

i and was sentenced to imprisornnent for 30 years. In this case, the fast turn-around
2 on the order for information related to the fugitive�s e-mail account, made

possible by section 220 of the USA PATRIOT Act, was cnicial to his capture.

Section 220 has also made the process of obtaining a warrant for ISP infonnation
much more efficient. Before the USA PATRIOT Act, judicial districts that are
home to large ISPs were inundated with search warrant requests for electronic
evidence. For example, the U.S. Attorney"s Of�ce in Alexandria, Virginia, was
receiving approximately 10 applications each month from United States

l Attomey�s Offices in other districts for search warrants for the records of an ISP �
located there. For each of these applications, an Assistant United States Attorney-

1 in Virginia and a law enforcement agent in the district had to learn all the details
of another district�s investigation in order to present an affidavit to the court in
support of the search warrant application. Because of section 220, however, these
attorneys and Agents can now spend their time on local cases and investigations

l rather than on learning the details of unrelated investigations being worked
through distant offices. Given the short time for which ISPs typically retain
records, this provision has enabled the FBI to obtain critical information that may
otherwise have been lost or destroyed in the ordinary course of the ISP&#39;s business.
Section 220 also results in a more efficient use of judicial resources by allowing
the judge with jurisdiction over the offense to issue the warrant and retain
oversight over the search. &#39;

l b. Has the Department of Justice or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 220 of the
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint.

l Response:
l

l
&#39; b5

3 c. Based upon the application of this provision of law during the period since
l its passage, are there changes to this statute which the Congress should consider?
v .

Response:

N 0. The FBI requests only that the provision be preserved.
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The FBI has interviewed Padilla and other enemy combatants. FBI Agents
conducting interviews of enemy combatants adhere to the FBI policy governing
interviews of persons in the U.S., with the one exception that enemy combatants
are not advised of Miranda rights prior to the interrogation. ,

- b. How many individuals have been arrested or detained pursuant to this
authority?

c. How many United States citizens have been arrested or detained pursuant
to this authority? »

d. How many United States persons, as de�ned in Executive Order 12333,
Section 3.4 i!, and excepting United States citizens, have been arrested or detained
pursuant to this authority?

Response to b through d:

Information concerning the designation and detention of enemy combatants is not
maintained by the FBI.

e. What rules, procedures or practices govern the conditions of con�nement
and the methods of interrogation used in cases where an individual has been arrested or
detained pursuant to this authority?

Response:

&#39; &#39; Rules, procedures, and practices concerning the conditions of con�nement and
methods of interrogation of enemy combatants by DOD are not maintained by the
FBI. When FBI Agents interview enemy combatants or detainees, standard FBI
interview policies and practices apply.

82, Title 18 Section 3103a, as amended by Section 213 of the USA-Patriot Act  P.L. 107-
56!, provides authority for delaying notice of the execution of search warrants. The
following question pertains to the use of the authority provided in this section in
investigations or prosecutions related to terrorism during the period of time from
September 11, 2001 to the present. .

a. In how many such cases has the authorities to delay noti�cation been
used? -
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b. In how many such cases has the authority added by Section 213 b!�!,
which allows a delay where "the court �nds reasonable cause to believe that providing
immediate notification of the execution of the warrant-may have an adverse result" been
used? Please describe the circumstances in each of these cases.

c. In how many such cases has the authority set forth in 18 U.S.C. 2705 E!,
which provides for delay in cases which would "otherwise seriously jeapor[_dize] an
investigation or unduly [delay] a trial" been used? Please describe the circumstances in
each of these cases?

Response:

b5

83". Sections 201 and 202 of the USA-Patriot Act added a number of offenses to the

"predicate offense list" applicable to criminal wiretaps pursuant to Chapter 119 of Title
18. The following question pertains to the time period since the passage of the USA-Patriot
Act, October 26, 2001.

a. In how many cases . . . have the newly-added predicate offenses been used
to support an application for a criminal wiretap under the authority of Chapter 119 of
Title*18?

Response:

The FBI applied for Title 18 wiretap orders in eight investigations into
intemational terrorism since passage of the USA PATRIOT Act. In only one of

- those investigations was a newly added terrorism offense used as the sole
predicate offense; traditional criminal offenses were used as the predicates for the
remaining seven. It cannot be d6&#39;£6I&#39;1�J."11I16_d, however, whether probable cause as to
one or more of the new terrorism predicate offenses was also established, but
simply not listed, in those seven cases.

&#39; b. In how many such cases has the newly-added predicate offense been the
only predicate offense asserted as the basis for the warrant, i.e., where a warrant could not
have been lawfully issued but for the passage of the additional criminal predicates?

Response:
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In the one case referred to above, the terrorism predicate was the only one
asserted. It is not known, however, whether there was probable cause to believe
the subjects were engaging in other predicate offenses which were simply not
listed, or whether there was probable cause only with respect to the terrorism ~
offense.

c. Has the Department of Justice or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Sections 201 or
202 of the USA-Patriot Act? If so, please describe the nature and disposition of any such
complaint. A

Response:

b5

. d. Based upon the application of this provision of law during the period
since its passage, are there changes to this statute, including the addition of predicate
crimes, which the Congress should consider?

Response:

Sections 201 and 202 of the USA PATRIOT Act are currently scheduled to expire
at the end of 2005. The FBI strongly supports making these important statutory
provisions permanent. In addition, the FBI would ask Congress to consider
amending l8 U.S.C. 2516 to allow for the use of existing electronic surveillance &#39;
authorities in investigating the full-range of terrorism related crimes. In
particular, Congress should consider adding the following predicate offenses to
those currently listed in 18 U.S.C. 2516�!: l! 18 U.S.C. 37  relating to violence
at international airports!; 2! 18 U.S.C. 930�!  relating to an attack on a federal
facility with a �rearm!; 3! 18 U.S.C. 956  conspiracy to harm persons or property
overseas!; 4! 18 U.S.C. 1993  relating to mass transportation systems!; 5! an
offense involved in or related to domestic or intemational terrorism as de�ned in

18 U.S.C. 2331; 6! an offense listed in 18 U.S.C. 2332b g!�! B!; and 7! l8
U.S.C. 2332a.

While the few statistics listed in response to questions 83 a and b, above, may be
understood to indicate limited use of this new authority and limited value of these
new USA PATRIOT Act sections, this would not be correct. In most
international terrorism investigations since October 2001, electronic surveillance
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has been successfully pursued under FISA authority and, therefore, the criminal 1
terrorism predicates under Title 18 were not necessary. Nevertheless, in future
investigations in which probable cause regarding connection to a foreign power p
cannot be as easily established  and thus FISA surveillance is not an option!; these i
new USA PATRIOT Act provisions will pennit the use of a federal wiretap in A
response to signi�cant terrorist threats. The �exibility to use either foreign
intelligence collection tools or criminal evidence gathering processes, and to share
the results, is an important feature of the USA PATRIOT Act in the war against l
terrorism.

84. Sections 203 b! and 203 d! of the USA-Patri.ot Act provide speci�c authority for the
provision of intelligence information acquired in the course of a criminal investigation to
elements of the Intelligence Community. Section 901 of the same [A] ct makes such i
disclosure in most cases mandatory. The following questions pertain to the implementation T
of these sections. u

a. Section 203 c! of the USA-Patriot Act requires the Attorney General to
"establish procedures for the disclosure of information" as provided for in Section 203.
Have such procedures been promulgated? If so, please provide a copy of those procedures t
to the Committee.

Response:

On 9/23/02, the Attomey General promulgated guidelines that established the
procedures for disclosure of information under Section 203 of the USA PATRIOT ~
Act. Those guidelines, and the FBI&#39;s instnlctions to the �eld with respect to those A
guidelines, follow.
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V b. Section 203 b! speci�cally provides authority "to share electronic, wire,
and oral interception information" where such information is foreign intelligence
information. What is the method for disseminating such information to the Intelligence
Community?

Response:

Electronic, wire, and oral interception information derived through standard
criminal procedures may be disseminated to the USIC through any means
appropriate to the circumstances, including Intelligence Information Reports
 IIRs!, Teletype Memoranda, Intell.igence Assessments, Intelligence Bulletins, and
FBI Letterhead Memoranda. V

-  i! In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of Section 203 b!
material? ~ -

Response:

The FBI disseminates intelligence information via the IIR, which is an electronic
communication fonnat widely accepted in the USIC as the standard intelligence
dissemination vehicle. IIRs consist of raw intelligence  intelligence which has not
been �nally evaluated! and associated clarifying information that puts the raw
intelligence into context. IIRs are drafted and prepared by the F BI�s cadre of
Intelligence Analysts/Reports Officers. Before FBI intelligence is disseminated, it
is analyzed and sanitized to protect intelligence sources and methods and, if
applicable, United States persons and entities that may be compromised or
negatively impacted if left unprotected. FBI Program Managers and Intelligence
Analysts concurrently identify intelligence that is consistent with USIC
intelligence requirements and interests. &#39;

�! If so, how many such reports have been issued?

Response:

Although CTD is not the only FBI producer of IIRs, that Division reports that,
during the period from August 2002  when statistical data was �rst collected!
through August 2004, CTD has disseminated approximately 3,860 IIRs, 240 of
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which have contained FISA-derived intelligence. The remaining IIRs have been
derived from various sources and methods which may or may not include Title III
infonnation.

The FBI does not track or maintain a central database with respect to the number
of IIRs containing 203 b! material, if any. _

�! Has the Federal Bureau of Investigation developed procedures to
ascertain the quality and value of such intelligence reports?

Response:

Determinations to disseminate electronic, wire, and oral intercept information are
made with input from Operational Program Managers, Intelligence Analysts, the
National Security Law Branch, and, when appropriate, DO]. This evaluation
considers the value of the information not only to the USIC but also, depending on
the proposed use, context, and nature of any threat-related information, to federal,
state, and local law enforcement entities and, when authorized by DOJ, to foreign
intelligence services and foreign law enforcement agencies.

The quality and value of IIRs are evaluated through several means. On each IIR,
the Reports Of�cer provides information by which the customers can contact the
Reports Officer directly. The quality and relevance of the reporting is also
re�ected by the submission of additional collection requirements; USIC members
often forward formal Requests for Infonnation  RFIs! with respect to information
that has been protected  not provided! in the IIR, such as U;S. Person information.
Such RFIs provide an excellent indication of USIC interest in FBI reporting. In
addition, USIC members often provide feedback with respect to speci�c IIRs
directly to the FBI Intelligence Analysts/Reports Officers who author the reports.
The FBI�s OI also often receives evaluations of FBI reporting, and is working to
establish a formal IIR evaluation mechanism by which recipients can rate or
provide feedback on FBI intelligence reporting.

c. Section 203 d!, the so-called "catch-all"&#39; provision, provides a general
authority to share foreign intelligence information with the Intelligence Community. What
is the method for disseminating such information to the Intelligence Community?

Response
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The FBI shares foreign intelligence infonnation, as de�ned in Section 203 d!�!,
with the USIC through several conduits. Dissemination c_an be through direct
classi�ed and unclassi�ed IIRs, Intelligence Assessments, Intelligence Bulletins,
Teletype Memoranda, or USIC web sites on classi�ed networks. The FBI also
shares intelligence infonnation through the F BI�s Joint Terrorism Task Forces
 JTTF s!, which include members of the USIC and operate in 84 locations across
the United States. Unclassi�ed but "law enforcement sensitive" intelligence
information is also disseminated to federal, state, and local law enforcement
intelligence components through Law Enforcement Online  LEO!, a computer
network which provides �nished intelligence products, assessments, and bulletins
on signi�cant developments and trends.

 i! In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via �A� electronic
intelligence reports" - is this the mechanism used for dissemination of Section 203 d!
material?

Response:

Electronic, wire, and oral interception information derived through standard
criminal procedures may be disseminated to the USIC through any appropriate
means, including IIRs, Teletype Memoranda, Intelligence Assessments,
Intelligence Bulletins, and FBI Letterhead Memoranda.

�! If so, how many such reports have been issued?

Response:

While the FBI does not track or maintain a central database with respect to the
number of lIRs containing 203 d! material, if any, the July 2004 DO] "Report
From the Field: The USA PATRIOT Act at Work" indicates that DOJ has made
disclosures of vital information to the intelligence community and other federal
officials under section 203 on many occasions. For instance, such disclosures have
been used to support the revocation of visas of suspected terrorists and prevent

A their reentry into the United States, to track terrorists� funding sources, and to
identify terrorist operatives overseas.

�! Has the Federal Bureau of Investigation developed procedures to &#39;
ascertain the quality and value of such intelligence reports?
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Response:

There are various means by which IIRs are evaluated. Members of the USIC
often provide feedback assessing the quality and value of speci�c IIRs directly to
the FBI Intelligence Analysts/Reports Of�cers who author the reports. On each
IIR, the Reports Of�cers identify the means by which customers can contact them
directly. IC members assess the quality and relevance of the reporting, and submit
additional collection requirements when appropriate. Often, IC members forward
formal Requests for Information  FLFIs!, which can provide an excellent indication
of IC interest in FBI reporting. The FBI�s OI also receives evaluations of FBI
reporting. The OI is working to establish a formal IIR evaluation mechanism by
which recipients can rate or provide feedback on FBI intelligence reporting.

d. Section 905 c! of the USA-Patriot Act requires the Attorney General to
"develop procedures for the administration of this section. . . ." Have such procedures
been promulgated? If so, please provide a copy of those procedures to the Committee.

Response:

I l b5
e. Has the Department of Justice, the Director of Central Intelligence  in his

capacity as head of the Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 203 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

f. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider?

Response:
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85. Section[ ] 206 of the USA-Patriot Act, the so-called "roving wiretap" provision, permits
the issuance of a FISA warrant in cases where the subject will use multiple communication
facilities. This question pertains [to] the implementation of this section during the time
period since the passage of the USA-Patriot Act, October 26, 2001. A

Response:

b5

a. How often has this authority been used, and with what success?

b. In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of material acquired
pursuant to the FISA?

Response:

FBI intelligence products are an important vehicle for the dissemination of both
FISA-derived and non#FISA foreign intelligence information, but not the only
one. The FBI shares many forms of foreign intelligence with other members of
the USIC through direct classi�ed and unclassi�ed disseminations, through web
sites on classi�ed USIC networks, through its participation in Joint Terrorism
Task Forces  JTTFs!, and through its collaboration in activities abroad.

FBI intelligence products shared with the USIC include IIRs, Intelligence
Assessments, and Intelligence Bulletins. The FBI also disseminates intelligence
information through LEO, a virtual private network that reaches federal, state, an
local law enforcement agencies at the {Sensitive But Unclassi�ed  SBU! level.
LEO makes available to all users �nished FBI intelligence products, including
intelligence assessments resulting from the analysis of criminal, cyber, and
terrorism intelligence, �nished intelligence conceming signi�cant developments
or trends, and IIRs that are available at the SBU level. In addition, the FBI
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recently posted the requirements document on LEO, providing to state and local ;
law enforcement a shared view ofthe terrorist threat and the infonnation needed

in every priority area. 1

 i! If so, how many such reports have been issued? y

Response: p

In the past two years, CTD&#39;s Terrorism Reports and Requirements Section has
disseminated 76 IIRS containing infonnation derived from PISA-authorized V
surveillance and/or searches.  Statistics are not maintained in a Way that would
enable us to advise whether any of the F ISA-derived information in the reports �
was obtained using roving wiretap authority.! Other FBI Divisions have also
issued reports containing F ISA-derived information. For example, the Cyber
Division has written a total of 24 IIRs containing PISA-derived information.

 ii! Has the Federal Bureau of Investigation developed procedures to
"ascertain the quality and value of such intelligence reports? * p

Response:

The OI promulgated the FBI&#39;s Intelligence Information Report Handbook on
7/9/O4. The Handbook establishes the �rst comprehensive FBI-wide guide for the &#39;
format and content of raw intelligence reports_ The OI is also working to develop
evaluation guidelines based, in part, on the criteria established in the Handbook �
for the types of information to be reported and shared with law enforcement and
USIC partners. l - , I

In addition, the FBl&#39;s Inspection Division has" established criteria for assessing:
the value of human source reporting; access to and the responsiveness of local FBI 92
�eld of�ces; and FBI program and national intelligence requirements. The OI is
developing guidelines according to which it will use these same criteria as a
means of assessing the value of raw intelligence. Initial discussions on this issue
have been held with the CI, CT, Criminal, and Cyber Divisions, and the results of
these discussions are being incorporated into evaluation guidelines.

. c. Some have read this section as providing for surveillance in cases where
neither the identity of the subject or the facility to be used is known -- in effect, allowing for
the authorization of FISA surveillance against all phones in a particular geographic area to
try to intercept conversation of an unknown person. Is this the reading of the statute being
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adopted by the Federal Bureau of Investigation and the Department of Justice? If not,
please provide your interpretation of this authority.

Response:

Court on this

Resp onse:

No, the FBI does not interpret the statute as allowing for the authorization of PISA
surveillance against all phones in a particular geographic area to try to intercept
the conversations of an unknown person. In order to make a showing of probable
cause, the F ISA statute requires a statement of the facts and circumstances relied
upon by the applicant for surveillance to justify the belief that:  l! the target of
the electronic surveillance is a foreign power or an agent of a foreign power; and,
�! each of the facilities or places at which the electronic surveillance is directed is
being used, or is about to be used, by a foreign power or an agent of a foreign
power. Thus, the FISA statute does not permit coverage to be authorized, with or
without the "roving wiretap" provision, for surveillance of all persons in a &#39;
particular geographic area. The FBI has interpreted the "roving" authority as
permitting the FBI to request that the PISA Court issue, along with the primary
order, a "generic" secondary order with respect to a speci�cally identi�ed FISA
target that the FBI can serve in the future on a currently unknown cell phone
carrier, Internet service provider, or other communications provider, if the target
rapidly switches from one provider to another. The roving wiretap order still
requires that a federal law enforcement agent swear, in a detailed affidavit, to facts
establishing probable cause, and still requires a court to make a �nding of
probable cause before issuing the order. While the roving order carries the
additional requirement of a judge�s approval to monitor more than one telephone,
it permits government agents to continue to monitor the target, even if the target
changes to a different cellular telephone, rather than �rst going through the
lengthy application process to monitor that new phone. This will allow the FBI to
go directly to the new carrier and establish surveillance on the authorized target
without having to retum to the FISA Court for a new secondary order. The FBI
views this as a vital tool to counter targets who change cell phone providers or
other communication channels as a deliberate means of evading surveillance.

 i! Have any briefs been �led with the Foreign Intelligence Surveillance
subject? If so, please provide copies ofsuch briefs to the Committee. &#39;

The FBI�has �led no such briefs on this subject.
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d. Has the Department of Justice, the Director of Central Intelligence  in his
capacity as head of the Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 206 of the
USA-Patriot Act? If so, please describe the nature and disposition of such a complaint.

Response:

b5

e. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider?

Response:

No. The FBI requests only that the provision be preserved.

86. Section 207 of the USA-Patriot Act extends the time limits provided in the FISA which
govern surveillance against agents of a foreign power.

a. Has the Federal Bureau of Investigation or the Department of Justice
conducted any review to determine whether, and if so, how many,-personnel resources have
been saved by this provision? If so, please provide the results to the Committee. &#39;

Response:

I l b5
b. Have there been any cases where, after the passage of the now~extended

deadlines it was determined, either by the Department of Justice, the Federal Bureau of
Investigation or the Foreign Intelligence Surveillance Court, that surveillance should have
been terminated at an earlier point because of the absence of a legally required predicate?

Response: g

None of which the FBI is aware.
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c. Has the Department of Justice, the Director of Central Intelligence  in his
capacity as head of the Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 207 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

b5

d. Based upon the application of this provision of law during the period
since its passage, are there changes to this statute which the Congress should consider?

Response:

None at this time. .

87. Section 209 of the USA-Patriot Act clari�ed the law with regarding the applicability of
t criminal search warrants to voice mail. This question pertains to application of this
provision since its passage. »

a. How many such search warrants have been issued since passage of this
act?

Response:

The FBI does not collect or maintain statistics concerning the types of search
warrants issued in FBI investigations, including those seeking access to voice
mail. Because federal search warrants: are requested by U.S. Attorneys" Of�ces
and issued by U.S. District Courts, these statistics may be maintained by one or
both of those of�ces.

b. In such cases, have there been any instances in which a Wiretap, as
opposed to a search[ J warrant[,] would not have been supported by the facts asserted in
support of the search warrant.

Response:
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Response:

Thisinfonnation is unavailable, as indicated above. It is clear, however, that the I
support needed for a federal wiretap is considerably greater than that required for
a search warrant.

" c. Has the Department of Justice or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 209 of the
USA-Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

A private citizen who has lodged numerous complaints against the FBI, all of
which have been determined to be unfounded pursuant to appropriate inquiry,
complained that she was a former FBI employee whose home, vehicles, telephone,
and internet had been subject to �aggressive surveillance" since August 2000. FBI
investigation revealed that the complainant was, in fact, not a former FBI
employee and that the FBI had conducted no surveillance of her for any reason.
Based on these �ndings, this matter was closed by the FBI in July 2003. The FBI
has construed this as a complaint with respect to both Section 209 and 217 of the
USA PATRIOT Act.

- d. Based upon the application of this provision of law during the period
since its passage, are there changes to this statute which the Congress should consider?

The FBI is not aware of any substantive changes to this provision warranting
Congressional consideration. Section 209 is, however, currently scheduled to
expire atthe end of 2005, and the FBI strongly supports making this provision
permanent. Section 209 allows investigators to use court-ordered search warrants
to obtain voice-mail messages held by a third party provider when supported by
probable cause. Previously, the Electronic Communications Privacy Act  ECPA!,
18 U.S.C. 2703, allowed law enforcement authorities� to use search warrants to
gain access to stored electronic communications such as e-mail, but not stored
wire communications such as voice-mail. Instead, the wiretap statute, I8 U.S.C.
2110�!, govemed access to stored wire communications, requiring law
enforcement officers to use wiretap orders to gain access to unopened voice-mail.
This resulted in voice-mail messages being treated differently than e-mail
messages. Voice-mail messages are also treated differently than answering
machine messages inside a home, access to which requires a search warrant,
because answering machine messages are not regulated under the wiretap statute.
Section 209 of the USA PATRIOT Act eliminates the disparate treatment of
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similar information. If this section is sunsetted, voice-mail messages will again be
treated in a different manner than answering machine messages and stored e-mail
information beginning in 2006. ,

88. Section 212 of the USA-Patriot Act permits communications service providers to
provide customer records or the content of customer communications to the FBI in an
emergency situation. This question pertains to application of this provision since its
passage, and to all instances, not only to terrorism investigations.

a. In how many cases has this provision been used? Please provide a short
description of each such case to the Committee.

Response: -

Service providers have voluntarily provided infonnation on at least 141 occasions
under this provision. Such disclosures have often included both e-mail content
and associated records. Several of these disclosures have directly supported
terrorism cases under the emergency of a possible pending attack. For example,
this provision has been used to obtain access to e-mail accounts used by terrorist
groups to discuss various terrorist attacks. It has also been used to respond
quickly to bomb and death threats, as well as in an investigation into a threat to a
high ranking foreign official. This provision has additionally been used to locate
kidnaping victims and to protect children in child exploitation cases. In one
kidnaping case involving the abduction of a 14-year-old girl, reliance on this
provision allowed the FBI to quickly locate and rescue the child and to identify
and arrest the perpetrator. Because of this provision, additional harm to the girl
was prevented and she was returned to her family in a matter of hours.

Because many international service providers are located within the United States
 such as Hotmail and AOL!, Legal Attaches have used this provision to assist
foreign law enforcement of�cials with similar emergencies, such as death threats
on prosecutors and other foreign officials. Where time is of the essence, giving
service providers the option of revealing this infonnation without a court order or
grand j uiy subpoena is crucial to receiving the information quickly and preventing
loss of life or serious injury.

Additional examples are provided in DOJ&#39;s July 2004 "Report from the Field:
The USA PATRIOT Act at Work." &#39;

b. In any such case have there been any cases in which, except for the time
constraints imposed by the emergency situation, a conventional wiretap or search warrant,
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would not have been supported by the facts available to the Government at the time of the
emergency request? If so, please describe such situations.

Response:

We are aware of no such circiunstances. However, it is important to recognize
that the information that may be disclosed under this emergency authority is
limited to the contents of communications that are in electronic storage and
records associated with customers or subscribers. Given this limitation, a &#39;
conventional wiretap would generally not apply, and a search warrant would be
required only for the contents of communications that are held for less than 180
days. Emergency authority is appropriate for the disclosure of informationnheld
by a third party and, to the extent the information is constitutionally protected,
disclosure of the infonnation under exigent circumstancesis entirely consistent
with the emergency exception to the warrant requirement of the Fourth
Amendment. <

c. Has the Department of Justice or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 212 of the
USA�Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:

b5

d. Based upon the application of this provision of law during the period
since its passage, are there changes to this statute which the Congress should consider?

Response:

There is currently a discrepancy between the emergency provisions applicable to
contents and records that appears illogical and unj usti�ed. Currently, a provider is
arguably required under 18 U.S.C. 2702 c!�! to meet a higher burden for
disclosing a record or other subscriber information than is required by
§ 2702 b!�! for divulging the contents of a communication in electronic storage.
Moreover, the entities to whom a provider may disclose are signi�cantly more
restricted for records than for content. The language in  b!�! was enacted by Pub
L. 107-296 as part of the Homeland Security Act of 2002, with the objective that

107



all entities with responsibility for ensuring our domestic security would have
access to this information in an emergency. It does not appear that the
discrepancies between the disclosure of content and records are supported by
differing privacy interests inherent in the respective information or by other
factors. Accordingly, reconciling these provisions would be appropriate.

89. Section 214 of the USA-Patriot Act permits the use of FISA pen register/trap & trace
orders with respect to electronic communications, and eliminates the requirement that such
use be only in the context of a terrorist or espionage investigation. This question pertains
to application of this provision since its passage, and to all instances, not only terrorism
investigations. I

a. In how many cases has this authority been used?

 i! How many of such cases were terrorism-related?

Response to a and a i!: g

I The FBI does not maintain this information. It is, instead, maintained by DOJ&#39;s
OIPR, to whom the FBI defers for response.

b. Of the cases in which such authority was used, in how many was a
subsequent application for a full surveillance order made pursuant to the FISA, or Chapter
19 of Title 18?

Response:

The FBI does not track the number of pen registers that evolve into full FISA�s.

. _ c. Has the Intelligence Community, Department of Justice, or Federal
Bureau of Investigation developed regulations or directives de�ning the meaning of non-
content communications? If such regulations or directives have been issued, please provide
copies to the Committee. - .

Response:

The FBI has not developed any such regulations or directives, nor is it aware that
the USIC or DOJ have issued guidance de�ning "non-content communications" in
relation to the use of FISA pen register/trap and trace authorities.
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d. In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

Response:

See response to Question 85b, above.

 i! If so, how many such reports have been issued?

Response:

See response to Question 85b i!, above.

"  ii! Has the Federal Bureau of Investigation developed procedures to
ascertain the quality and value of such intelligence reports?

Response:

See response to Question 85b ii!, above.

90. Section 215 of the USA-Patriot [A]ct authorizes the Foreign Intelligence Surveillance
Court to issue orders permitting FBI to access "tangible" items in the course of a terrorism
or espionage investigation. The following questions pertain to the application of this
provision since its inception. _

a. How many times has this authority been used, and with what success?

b. Has this provision been used to require the provision of information from
a library or bookstore? If so, please describe how many times, and in what circumstances.

Response to a and b:

b5
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c. In your testimony you compared this provision with existing authority in
the criminal context, noting that records such as library records are subject to a grand jury
subpoena. However, in criminal cases the propriety and lawfulness of subpoenae are to
some extent tested in the adversary process of a trial - how, in the context of the FISA, does
such a check occur?

Response:

The checks on the use of the business record provision are numerous. First,
requests for such orders must be approved by several authorities within the FBI
and DOJ to ensure they comply with FISA requirements. In addition, however,
business record requests must be approved by a F ISA Court judge. FISA judges
are part of an independent judiciary, appointed pursuant to Article III of the U.S.
Constitution. y

Business record orders require a showingthat the record is relevant to an
authorized investigation to protect against international terrorism or clandestine
intelligence activities. "Authorized investigations" may only be initiated when
consistent with Attorney General guidelines, so the existence of such an
investigation and the relevance of the record to this investigation represent two
"checks" on this authority. Under both the Attorney General guidelines and
section 215 of the USA PATRIOT Act, such investigations may not be premised
solely upon the exercise of constitutionally protected activities.

Once an appropriate FBI authority detennines that a business record order request
is relevant to a properly authorized investigation, the request itself requires
numerous layers of approval  as do requests for electronic surveillance, physical
search, and pen register/trap and trace orders under FISA!. At the FBI �eld level,
such requests must be approved by the Supervisory Special Agent  SSA!, the SAC
or appropriate Assistant SAC, and the Chief Division Counsel. At the FBIHQ
level, the request must be approved by an attorney in the National Security Law
Branch, and signed by one of the several designated high-ranking FBI officials to
&#39;whom certi�cation authority has been delegated. Thereaiter, the request is
submitted to DOJ&#39;s OIPR, and must be approved by OIPR before it is presented to
the FISA Court. When presented to the F ISA Court, the FISA judge must
determine that the request meets FlSA.requirements before issuing the order.

Lastly, section 215 imposes Congressional oversight by requiring the Attorney
General to report to Congress annually on the FBI&#39;s use of the section.
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d. As of October 2004 the Department of Justice advised that this provision
had not been used. If that is true, is there a necessity to maintain this provision in law? *
Why?

Response:

_  i! With respect to the potential applicability of this section to libraries and
bookstores, there has been some concern that the mere prospect of use of the statute has a
"chilling effect" on the use of these facilities. Can this chilling effect be minimized, if not
eliminated, by incorporating a higher threshold. for use in the limited context of libraries
and bookstores? If not, why not?

Response:

In the context of this question, the FBI can initiate investigations of individuals or
groups only under speci�c conditions articulated in the Attorney General&#39;s

I Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection  NSIG!. Additionally, FBI guidelines place strict limits on the types of
investigative activities that can be undertaken when investigations are opened,
requiring, for example, that no investigation of a U.S. person may be conducted
solely upon the basis of activities protected by the First Amendment to the
Constitution.

Individuals� rights are additionally safeguarded by other authorities, such as
Executive Order  E.O.! 12333, which is the primary authority for intelligence
activities conducted by the USIC. E.O. l2333,establishes goals for the collection
of intelligence information; assigns responsibilities among the various intelligence
components; prescribes what information may be collected, retained, and
disseminated; and prescribes or proscribes the use of speci�ed techniques in the
collection of intelligence information. As noted above, the NSIG establishes
limits and requirements goveming FBI international terrorism investigations with
respect to foreign intelligence, CI, and intelligence support activities. Another
important intemal safeguard is the Intelligence Oversight Board  IOB!, which-
reviews the F BI&#39;s practices and procedures relating to foreign intelligence and
foreign Cl, requiring the FBI to report violations of foreign CI or other guidelines
designed in full or in part to ensure the protection of the individual rights of a U.S.
person. ,
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e. In your testimony you made reference to newly-created procedures by
which the Federal Bureau of Investigation disseminates intelligence via "electronic
intelligence reports" - is this the mechanism used for dissemination of material acquired
pursuant to this section of the FISA?

Response:

� The IIR is the mechanism by which the FBI disseminates raw intelligence
information to the Intelligence, Defense, and law enforcement communities. The
intelligence infonnation contained in these IIRs is information generally derived

�from FBI operations, investigations, or sources. Intelligence information acquired
pursuant to Section 215 of the USA PATRIOT Act could be disseminated via an
HR in appropriate circumstances. Between August 2002 and August 2004, the FBI
has disseminated approximately 3,860 terrorism-related IIRs.

 i! If so, how many such reports have been issued?

Response:

None of the information contained in the 3,860 terrorism-related IIRs
disseminated between August 2002 and August 2004 was acquired pursuant to
section 215 of the USA PATRIOT Act. ~

 ii! Has the Federal Bureau of Investigation developed procedures to �
-ascertain the quality and value of such intelligence reports?

Response:

Although the FBI has procedures to evaluate the quality of intelligence reports, no
reports have been disseminated which contained information acquired pursuant to
section 215 of the USA PATRIOT Act.

f. Has the Department of Justice, the Director of Central Intelligence  in his
capacity as head of the Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 215 of the
USA~Patriot Act? If so, please describe the nature and disposition of any such complaint.

Response:
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g. Based upon the application of this provision of law during the period since
its passage, are there changes to this statute which the Congress should consider?

Response:

The FBI has identi�ed no need for change at this time.

91. Section 217 of the USA-Patriot Act authorizes, without court order, the interception of
communications to and from a trespasser with a protected computer. This question
pertains to the implementation of this provision since its passage.

a. How many times has the authority under this section been used, and with
what success? Please provide descriptions of the circumstances where it has been used.

Response:

While the FBI does not maintain statistics on the frequency with which the
trespasser authority has been used, we can provide examples of some such cases.

Under this provision, the FBI was able to monitor the communications of an
international group of "carders"  individuals who use and trade stolen credit card
information!. This group used chat rooms and fraudulent web sites, creating false
identities to obtain e-mail accounts and then transmitting their communications
through a computer that had been "hacked" and set up to operate as their proxy
server. A proxy server changes an Internet user&#39;s original Internet protocol  IP!
address to that of the proxy server so that only the proxy server knows the true
point of origin. The owner of the hacked computer was not aware that it was
being used as a proxy server, and considered all individuals using the system as a
proxy server to be trespassers. The owner provided the FBI with consent to
monitor the communication ports solely used by the trespassers, and this
monitoring led to the subj ect&#39;s true identity. The subject was indicted in
September 2003. Without this authority to monitor, the real identities of the
trespassers could easily have remained anonymous. &#39;

In another example, a former employee was suspected of illegally accessing a
company&#39;s e-mail system to gain inside information regarding company concepts
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and client information, as Well as privileged information regarding legal
proceedings between the company and the former employee. The computer
intnider used a variety of means to access the system, including wireless modems
in laptops and hand-held Blackberry devices, making it more dif�cult to identify
the intruder and to link the computer intrusions to the fonner employee. The
victim company authorized the FB-l to monitor the intruders communications with
and through its computer systems.

In another case, a computer-intruder obtained control of a school�s network and
recon�gured it to establish additional IP addresses that were separate and distinct

. from those used by the school. This allowed hackers, and others using the Internet
who did not want to be located, to jump through the school�s system before
committing their illegal acts. Monitoring accomplished pursuant to the school&#39;s
consent resulted in the FBI&#39;s identification of over 200,000 different IP addresses
using the school system as a proxy to further illegal activity such as fraud,
computer intrusions, and spamming.

As these cases make clear, this authority is critical not only to the FBI&#39;s ability to
identify criminals who engage in computer intrusions but also its ability to
identify and investigate additional criminal activities conducted through victims�
computers. A &#39;

b. Section 217�! I! requires authorization by the owner of the computer
before the section can be applied. Can this authorization be withdrawn or limited by the
owner of the computer? If so, how and in what circumstances?

Response:

Yes. As with any form of consent, which must be freely and voluntarily given to _
be valid, the consenting party has the right to tenninate the consent at any time.
The FBI encourages the use of a Written consent form containing an express -
acknowledgment by the consenting owner or operator that states: "I understand
my right to refuse authorization for interception and have accordingly given this
authorization freely and voluntarily."

c. Has the Department of Justice, the Director of Central Intelligence  in his
capacity as head of the Intelligence Community! or the Federal Bureau of Investigation
received any complaints regarding the application or implementation of Section 217 of the
USA-Patriot Act? If so, please describe the nature and disposition of each such complaint.

Response:
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See response to Question 87c, above.

92. Section 218 of the USA-Patriot Act created the so-called "signi�cant purpose" test for
applications pursuant the FISA, clarifying the law to recognize that in many cases such
surveillance may implicate both a law enforcement and an intelligence interest. This
question pertains to the implementation of this provision since its passage.

a. Please provide the Committee with speci�c examples, in unclassi�ed form
if possible, of cases in which both law enforcement and intelligence interests were
"significant."

Response:

As indicated in the July 2004 DOJ publication entitled, "Report from the Field:
The USA PATRIOT Act at Work," the removal of the "wall" played a crucial role
in the Depaitment�s successful dismantling of a Portland, Oregon, terror cell,
popularly known as the "Portland Seven." Members of this terror cell had
attempted to travel to Afghanistan in 2001 and 2002 to take up arms with the
Taliban and al Qaeda against United States and coalition forces �ghting there.
Law enforcement agents investigating that case learned through an undercover
informant that, before the plan to go to Afghanistan was formulated, at least one
member of the cell, Jeffrey Battle, had contemplated attacking Jewish schools or
synagogues, and had even been casing such buildings to select a target for such an
attack. By the time investigators received this infonnation from the undercover
informant, they suspected that a number of others were involved in the .
Afghanistan conspiracy. While several of these other individuals had returned to
the United States from their unsuccessful attempts to reach Afghanistan,
investigators did not yet have sufficient evidence to arrest them. Before the USA
PATRIOT Act, prosecutors would have faced a dilemma in deciding whether to
arrest Battle immediately. If prosecutors had failed to act, lives could have been
lost through a domestic terrorist attack; if prosecutors had arrested Battle in order
to prevent a potential attack, the other suspects in the investigation would
undoubtedly have scattered or attempted to cover up their crimes. Because of
sections 218 and 504 of the USA PATRIOT Act, however, FBI agents could
conduct FISA surveillance of Battle to detect whether he had received orders from

an intemational terrorist group to reinstate the domestic attack plan on Jewish
targets, and could keep prosecutors infonned as to what they were learning. This
gave prosecutors the con�dence not to arrest Battle prematurely, but instead to
continue to gather evidence on the other cell members. Ultimately, prosecutors
were able to collect suf�cient evidence to charge seven defendants and then to
secure convictions and prison sentences ranging from three to eighteen years for
the six defendants taken into custody. Charges against the seventh defendant were
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dismissed after he was killed in Pakistan by Pakistani troops on 10/3/03.�

st�

DOJ shared information pursuant to sections 218 and 504 before indicting Sami
al-An&#39;an and several co-conspirators on charges related to their involvement with
the Palestinian Islamic Jihad  PU!. PIJ is alleged to be one of the world�s most
violent terrorist organizations, responsible for murdering over 100 innocent
people, including Alisa F latow, a young American killed in a bus bombing near
the Israeli settlement of Kfar Darom. The indictment states that al-Arian served
as the secretary of the PIJ&#39;s governing council  "Shura Council"!. He was also
identi�ed as the senior North American representative of the PIJ. Sections 218
and 504 of the USA PATRIOT Act enabled prosecutors to consider all evidence
against al-Arian and his co-conspirators, including evidence obtained pursuant to
FISA that provided the necessary factual support for the criminal case. By
considering the intelligence and law enforcement information together,
prosecutors were able to create a complete history for the case and put each piece
of evidence in its proper context. This comprehensive approach was essential to

Prosecutors and investigators also used information shared pursuant to sections
218 and 504 of the USA PATRIOT Act in investigating the defendants in the so-
called "Virginia Jihad" case. This prosecution involved members of the Dar al-
Arqam Islamic Center, some of whom trained for jihad in Northern Virginia by
participating in paintball and paramilitary training or traveled to terrorist training
camps in Pakistan or Afghanistan between 1999 and 2001. These individuals are
associates of a violent Islamic extremist group known as Lashkar-e-Taiba  LET!,
which primarily operates in Pakistan and Kashmir and has ties to the al Qaeda
terrorist network. As the result of an investigation that included the use of
information obtained through FISA, prosecutors were able to bring charges
against several individuals. Nine of these defendants have received sentences
ranging from four years to life imprisonment  six were pursuant to guilty pleas
and three were contrary to their pleas; charges have included conspiracy to levy
war against the United States and conspiracy to provide material support to the
Taliban!.

Information sharing between intelligence and law enforcement p¬I&#39;SOI&#39;1Il6l made
possible by sections 2118 and 504 of the USA PATRIOT Act was also pivotal in
the investigation of two Yemeni citizens, Mohammed Ali Hasan Al-Moayad and
Mohshen Yahya Zayed, who were charged in 2003 with conspiring to provide
material support to al Qaeda and HAMAS. Based upon information obtained
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through an FBI undercover investigation, the complaint alleges that Al-Moayad
had boasted that he had personally handed Usama Bin Laden $20 million from his
terrorist fund-raising network and that Al-Moayad and Zayed had �own from
Yemen to Frankfurt, Germany, in 2003 with the intent to obtain $2 million from a
terrorist sympathizer  portrayed by a con�dential informant! who wanted to fund
al Qaeda and HAMAS. During their meetings, Al-Moayad and Zayed speci�cally
promised the donor that his money would be used to support HAMAS, al Qaeda,
and any other muj ahideen, and "swore to Allah" that they would keep their
dealings secret. Al-Moayad and Zayed were extradited to the United States from
Germany in November 2003 and are currently awaiting trial.

Sections 218 and 504 were also used to gain access to intelligence that facilitated
the indictment of Enaam Amaout, the Executive Director of the Illinois-based
Benevolence International Foundation  BIF!. Amaout conspired to fraudulently
obtain charitable donations in order to provide �nancial assistance to Chechen
rebels and organizations engaged in violence and terrorism. Amaout had a long-
standing relationship with Usama Bin Laden, and used his charities both to obtain
funds for terrorist organizations from unsuspecting Americans and to serve as a
channel for people to contribute money knowingly to such groups. Amaout pled
guilty to a racketeering charge, admitting that he diverted thousands of dollars
from BIF to support Islamic militant groups in Bosnia and Chechnya. I-Ie was
sentenced to over ll years in prison.

The broader information sharing and coordination made possible by sections 218
and 504 of the USA PATRIOT Act assisted the San Diego prosecution of several
persons involved in an al Qaeda drugs-for-weapons plot, which culminated in
several guilty pleas. Two defendants admitted that they had conspired to
distribute approximately �ve metric tons of hashish and 600 kilograms of heroin
originating in Pakistan to undercover United States law enforcement of�cers.
Additionally, they admitted that they had conspired to receive, as partial payment
for the drugs, four "Stinger" anti-aircraft missiles that they then intended to sell to
the Taliban, an organization they knew at the time to be affiliated with al Qaeda.
The lead defendant in the case is currently awaiting trial.

Sections 218 and 504 were also critical in the successful prosecution of Khaled
Abdel Latif Dumeisi, who was convicted by a jury in January 2004 of illegally
acting as an agent of the former government of Iraq and of two counts of perjury.
Before the Gulf War, Dumeisi passed information on Iraqi opposition members ~
located in the United States to of�cers of the Iraqi Intelligence Service stationed
in the Iraqi Mission to the United Nations. During this investigation, intelligence
of�cers conducting surveillance of Dumeisi pursuant to F ISA shared infonnation
with law enforcement agents and prosecutors investigating Dumeisi. Through this
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bl

b6isi|lE<l3RL3_2 @3;h£;_1Q§ ZQQELK b7C

Deoutv General Counsel Julie Thomas|

b6

-----Ori inal Messa e----- msF~»mii|<wD><FB1> M
Se &#39; er O8, 2004 2:02 PM

T°  ITD! <FBI>;|:|<1TD>  FBI!
Subject: Pen Register Fax b6

b7C

K?L¬6Q¬D;a§;n q;1_0§g598-, t

see attached.

QE,R!l92/.lE,l;>_FLO, &#39; le,S9u,r§e-Dglw@nt

QEQLAS __/ABOAIL _P_T_LQN_1
S t__tl

D_lE_RJ_ __ 0.lVLSin __ _ur9ettD@u_m,n,t 1
DECLASSIF _v_4_ E!@M_�lQLl_1 |
S bet

DEB.lty_E _ _t &#39; Sine�eiou t, fl! meat

1 1/29/2004

DECQASSIFICAT _ T

EBEEET



Message

,__ _____ _ IC/LTJQN _____ __Qf�
SEC ___

DER|VEDjRQ

Page 3 0f3

| _ urce Doqumerlt___,_ _ _ ,M:__
D_E_C1__AS _, _  _l_C>Ll§X5M£__ __ ,_

__j§T

QEB|92�5!lER _ - _ &#39; ,__§iD_QQJJl_9L§
�QEQLQ/_92§s,|£,|c L,_,§, __ 10111
§_EC___ _

1 1/29/2004

szpgzr



/Eaggmzr rMessage Page 1 0:11

THOMAS, JULIE F.  ocac!  FBI!
"4" ....... r_r.,~WeM-�  M __.d2__W.r..M 17&#39; 7* 147 - >�92A-1 2.

b7CFrom: litre» <FBI>
Sent: Monday, November 0812004 2:25 PM mama; 12-12-2205

CLASSIFIED BY 65l&#39;?E¥D1�*&#39;1H_-"LE�,-"&#39;Cpb 025-211-0545
FBI E:&#39;Ez�jOI|92I- - c92T°= |  >< > ~

CC: THOMAS, JULIE F�  OGC!  FBI! DEIILASSIFY 01--1: 12-12-2030
Subject: FW: Pen Register Fax

wv

BLQOB D_2_§8_;h<§u1O_9_25>_9&K

ll��i
Z  < H

�-�--Ori inal Messa e-----

Fmmi FD < >< > b6
Sent: Monday, November 08, 2004 2:02 PM

b�/�CT°=lil<�D> <FB1>|:k1TD> <FB1>
Subject: Pen Register Fax

�UP

eéfzbciednzse-r1_<1=1os_.2s§s;|<

see attached.

Q,ERL92LE_l1ER_2__:_ in ___,,_uiceD_0,<:_u_r1e_at
QEQLA_$§JF I __,__2i~!___,___ TI_O_N1

5 4

QEBMEL2 2 I Si *D_UFL9_DQCLm_¬�!�l_t
LEQASJSI ____d._Q___ __ MElQ�1

_ 2;!

11/8/Z004

ALL II&#39;~IE&#39;ORMA&#39;l�IC1N CIFNTAIHED
HEREIN IS U["-ICLASSIFIEE EXCEPI
Vribibii�hl 5H£_1I|92l1921 &#39;l_1�l�l&#39;i]L&#39;}&#39;l�_192ll_ SE

Nd /6

b7C

bl
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b7E

b5



Message Page l ofl

THOMAS, JULIE F.  oec!  FBI! i
From: THOMAS, JULIE Ft  OGC!  FBl!

Sent: Monday. November 08� 2004 3:33 PM b6

To: I IOGC!  OGA! we
Subject: Delegations

UNCLASQFEQ
N@¢REcoRo

b6

b7C

On October 10, 2003, the authority to approve an application for business records was delegated by the Director
to the Deputy Director, the EAD for Counterterrorism/Counterintelligence, the AD and all DADs of the
Counterterrorism, Counterintelligence, and Cyber Divisions, the General Counsel, the Deputy
for National Security Affairs  rne! and the Senior Counsel for National Security Affairs  Spike!.

�
F-�Ll II�-IFOI?!I"[}&TION CO1�-IT}-XINED
HEREIN IS i_lI&#39;~]CL.11.SSIFIED

� &#39; ac�. l�1H�l_il:�1~ll92l |]5�l"&#39;-.i��|]t34.l5UNCLASQHED owe 12-be-aunts ax� u5;.=__.,.-L11   . Y t_

11/8/Z004
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I l92/Iessage  Page 1 O

THOMAS, JULIE F.  oec!  FBI! � b6
   >�¢ ,1 _,   ,,,, _o,,,_W__,,,C

Fm |:|<@@@><rBI>
Sent: Thursday, October 21, 2004 11:02

To: THOMAS, JULIE F.  OGC!  FBI!

Subject: FW:

AM

,$_E_N_SJ,1l92_/E _liU_I,_UN§gAi$!E|,E_D
NQ N - R E QQBD

IT3

b5

b6

b&#39;7C

JuIie:|

-----Original Message---~
Fr@m= <@@¢> <FBI>
Se I � 2004 12:53 PM Mr Tr92rF»IPr»iA"r"ror1 FF? "I"/1T192r"h b6

TO:  OGC!  FBI! E-IEPEIII IS UNCLASSIFIED I/CEPT b7C
: IEIHEFE S�1:JIf]I] OTHEPIIII E .

SECRET

This is the information I propose to give to Julie about business records:

I

I

10/2,1/2004 MET



Mcswge  Page Q @f13 b5

lO�21/2004

Esgfmzr

£5?

&#39;15?

bl

b2

b7E
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Message EEQEET 92 Page 3 053

SENSITIVE BUT U_NC>LA_S_S|ElED

10/21/2004

i
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EEQEET &#39;



Message

THOMAS, JULIE F.  OGC!  FBI! b6

Page 1 023

From: I IOGC!  FBI!
Sent: Thursday, October 21, 2004 11:20 AM

To- &#39; -II : GC!  FBI! DATE: 12-12-2005

b7C

. CLASSIFIED 3&#39;; e:1&#39;rw�D1~»rE/LP/ma LIb�<:v�U�%t
Cc:  QGC! FB|! REASON: 1.4  Q!

1 0_ DECLF=.SSIE&#39;Y QN: &#39;2�l2�ElI3
SUbj¬�C equest

I51 M
§EN_SH|_[IVE BUT UNCLASSIFIED
I92_J_O>_N-RECORD

Juiiel

IL?-I

-�---Ori inal Messa e~----

~mmE::::f:::J@@»@m>
Se &#39; r O04 11:03 AM b7C

To  OGC!  FBI!
Subject: RE:

§ENSIT|VE_�B_L_l1&#39; UNC_l___ASS|I�_ED
HQ - �QEDN REC

I have forwarded to Julie. Thanks.

ALL INFORI"IF&#39;-.1101"-I 1:111-»r?A1192rE:;

on ma| Messa e   _ircLw;1am_i3£iBI JQHERE S.~IUlidI"-I U1}-1EE=&#39;1d1k2bF~»n:?:::::::§:::::::::1<@@c><F >
Sent: Frida October 15 2004 12:53 PM

r@=[::::fi::::::::j<»@c FBI   !  !
Subject: 7

SECRET

This is the information I propose to give to Julie about business records:

IO/21/2004
s�tezr

I I

b5
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b7C

b5
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b5

b5

£53

-=�5i
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Message  Page 3 ofé
92

b5

_S_Ej92lS|T|92[,E BUT UNCLASSIFIED

SENS_l_T|VE BUT Uj§lCLASS_|TElED

BRET

10/21/2004

92



J >-=� Message P;1g@1Of|2

F�, I
THOMAS, JULIE F. �60!  FBI!

From: I � OGC!  FBI! I
Sent: Thursday, October 14, 2004 2:23 PM

To: THOMAS� JULIE F.  OGC!  FBI! b7C

cc: IiI<<>@@> <FB|>
Subject: FW: Iraqi Insurgency PIeading }

iNSl]&#39;|92iBl&#39;_,UN_CLAS_S|FlED Mr rr1Fm1=..r~r,wT0r92r L�f1NTQ92TNF�FI&QN-[-ILELQQBQ HIFEIN Is LII"-IICLRSSIEIEE tD192&#39;IE 12-12�2C[r5 BY 55179.-�DMH LF&#39;,.-�Rm 1].S�c~:-1384.5

SECRET

I I.I.I.|.I.P-�
FYI I

|_|Spike| 4
| |Sp|kel

b5
I

&#39;Jb5

b6

b7C

10/1 4/2004



,1 "P M6553? Page 2 0f2
I

--���Ori inal Messa e��-�-

Fmmir <<>@<:> wen
Sent: Thurscla October 14, 2004 1:10 PW
To  OGC!  FBI

b6

Subject: Iraqi Insurgency Pleading

§E.NcS |Tl,92/§_BM&#39;_UI92|_CL_A$�F LE2
NON -RECORD

SECRET H
ls@meJ I |

I

§ENS[I1VE BUT__LjNC_l_A_S_SlF|_ED

§ENSlT|V_E BUT UQCLASSIFJEQ

10/14/2004



. sEQeE/1// � Message -

&#39; THOMAS, JULIE F.  oec!  FBI!

Page 1 of

From: I I OGC!  FBI!
. ~_ -_:i_-3.1 b6sent: FridaY1 October 2&#39;21 2004 1306 PM 9,/n1~111~1fLPx&#39; RI-J EI5�c¢v�[I3=}5 b7c

_ S�! : 1.-é �e� &#39;To� THOMAS �JULIE F" OGC!  FBI!  on: A12-12-2020
. OGC!  FBI!

Subject: business records l

sENs|&#39;r|vE Bur uNc|_Ass|F|E|3 I-IEPEIN ii; kiJI92IfJ£iL»=~.FJFJ;iE";;ED.&#39; PT
ATT TIIFl&#39;1�RI92"#92�i"TI&#39;192i [_�["IN�Q92TT&#39;IFi&#39;I

FJHEPE ,2-ICMN OTHERWISE

Here is a cogy of the powerpoint on national security letters, business records. etc.

SENSITIVE BUT UNCLASSIFIED

1 O/25/2004

EEEIEIET

ri�i

bl
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b7C
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Message

|:|<<><=c>  Fan
From: I | oec!  FBI!
Sent: Wednesday, November 10, 2004 1:46 PM

Page 1 of 11

b6

b7C

b6

To: THOMAS, .JULlE F.  oec!  FBl!;  OGC!  FBI! W
Subiecquest

i 5 1
SENSITIVE BUT UNCLASSIFLEQNON-RECQFLQ  II E II

DATE: 12-12-2005
CLASBIEIED BY 551?9£DNH;LPfRm D5�cv�UF&5
1&#39;+.EF».eo1-1; 1.4  qr
DECLASEIFY 3:»-1: 12-12-2030

| that we have copies that OIPR says are ready to go indicates

All in all, l guess we should go along with this. But this is no longer an FBI document, it&#39;s an OIPB document, andl
l don&#39;t like that tact.

ALL II"-IE� CIF11��1,-RT I ON CO1~1&#39;I�AII"-IE D
HFIRFITN TB I11-ITTTIAFIFITFTETJ F92&#39;[�TFIl3�1�
II=IH1:Il"{I:I l:�1�; _11»921192l J&#39;_l.�1�.11:&#39;1~l1»921_La�E

Although l haven&#39;t broached the subject with OIPR since Julie|&#39;s discussion with Baker, it agpears from the fact I

SENSITIVE BUT UNCLASSIFIED

11/10/2004 S

bl

b2

b7E

I51

b5

b6

b7C
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I

l
l

Message E E l$92E T Page 1 of 2
D-�TE li�U_i�.éUU_»
FBI I IFFI
CT I-I TFTFT1 PW FFFI 7 9 _&#39;JT92"II~I;" TIP/I TJFTFI

I Fr<?m=I lcT1>><FB1>  we
I Sent: Thursday, March 31, 2005 1:01 PM &#39;0
I To: HEIMBACH, MICHAEL J.  cm!  FBI!;  CTD!  FBI!; HULON,

WILLIE T.  CTD!  FBI!
&#39; Cc: HQ-DIV13-ITOS I

Subject: Patriot Act Roving Authority - ITOS1 response

SECRET

�gpia Am T IFI7IEI92&#39;I.RTT£&#39;JN £&#39;fOI92I�l�ATI&#39;-I1?.i&#39;1
HEREIW IE rJ1»icL;~.ss1F12o Eszcepw
IITHEPZ e=ic-mi OTHERRTIQE

Hello,

II

Example:

 UlI

|:|
CTD/I -

FBIH
desk:

page

b2

b6

b7C

-----Original Message-----
From: HULON, WILLIE T.  CT D!  FBI!
Sent: Wednesday, March 30, 2005 9:24 PM
To: Caproni, Valerie E.  OGC!  FBI!; VANNUYS, THOMAS J.  CF D!  FBI!; HEIMBACH, MICHAEL J.  CT D!
 FBI!
Subject: RE: Help

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Tom/Mike,
Please provide info re this by noon, Thursday.
Thanks
Willie T.

-----Original Message-----
From: Caproni, Valerie E.  OGC!  FBI! b6

- _ b7C

�le://C:92Documents%20and%2OSetting ooa1%20Se�ings92Temporary%20Int... 7/14/2005

b1

b2

, b7E

b5

b2

b&#39;7D

b&#39;7E



Message  Page 2 of 2
Sent: Wednesday, March 30, 2005 6:51 PM
To: BALD, GARY M.  DO!  FBI!; HULON, WILLIE T.  CT D!  FBI!; SZADY, DAVID  CD!  FBI!;
PIST OLE, JOHN S.  DO!  FBI!; FEDARCYK, MICHAEL R.  DO!  FBI!
Cc: I<AI_ISCH, ELENI P.  OCA!  FBI!
Subject: Help

SENSITIVE BUT UNCLASSIFIED I: S CI
NON-RECORD

In the draft of testimony for the AG, they arel

SENSITIVE BUT UNCLASSIFIED

DERIVED FROM: G-3 FBI Classification Guide G- , Foreign Counterlntelligence Investigations
DECLASSIFICATION EXEMPTION 1 92
SECRET

s�ytzi
b6

b7C

�le://C :92Documents%2Oand%2OSettings 0ca1%2OSettings92Temporary%2OInt. .. 7/14/2005

bl

b2

b7E

b5



M6553?  T Page 1 of 3 3

From�   136 ¬ifjS1§L§§§�§iUg§1~»@ own LP ow l
Sent: Thursday, March 17, 2005 4:51 PM EEILON 1 I ..._, @,@,_@8I5.
To:HEIMBACH MI H J. CTD!  FBI! b7c �PL-"� 1� O� l-*�@5"3�3&#39;l�
Cc| kOGC!  FBI! �
Subject: RE: Patriot Act & library records b5

b7C

ear
REC RD

-ALL INFlJF&#39;I�IF&#39;-TIVIII CO ITAINED
b2 HEPEIII I�-» LTNLLAHHIEIED E 1_,EP�I

answerlsl lnlHl<i~J* �w~IfJIl[J I IHFPIIII P

0 Requests pursuant to the Patriot Act business records/library records provision would be executed via
NSLs 1

I5?

bl

Ta-da. Thanks|:| be bz
b7C

b&#39;7E
TD IT -

FBIHQ &#39; b2 b5
desk 135
pager

b7C

-----Original Message-----
From: HEIMBACH, MICHAEL J.  CID!  FBI!
Sent: Thursda March 17 2005 11:56 AM

  T<»=ikcr»> <FB1> b6
Subject: FW: Patriot Act

b7C

UNCLASSIFIED
NON-RE-CORD

See if this is something we track and/or can retrieve. Thanks Mike

I Section Chief Michael J. Heimbach

CTD/ITOS I
Office # - -

Pager
Cell # bg b6
_____Ori &#39; _____

From  CT D!  FBI! �
Se - , 05 11:48 AM
To D!  FBI!; HEIMBACH, MICHAEL J.  CT D!  FBI!; VANNUYS, THOMAS J.  CT D!
 FB
Cc: VAN DUYN, DONALD N.  CTD!  FBI!
Subject: FW: Patriot Act �T b6

~ b7C



l

l

l

l

Message S T Page 2 of 3

UNCLASSIFIED
NON-RECORD

III b6
b7C

Please look at the request below from EAD Bald, which came to us through AD Hulon. ls this
somehow picked up on the scorecard you generate for the visiting SACs?

Mike & Tom,

ls this something that either of the lTOS units monitor?

~ Thank You, 55

|:U| b7C
----- riginal Message-----
F :HULON WILl_IET CTD FBI!rum . -  !  b6
Sent: Thursda March 17 2005 11:27 AM b-7C
T<| | cro FBI!

!  FBI!;| | cro!  FBI!  UD!  FBI!;
oo!  FB

Subject: FW: Patriot Act _

UNCLASSIFIED

NON-RECORD 1,6

Please determine if there IS a mechanism for determining the instances when the use of the Patriot Act 215
has been employed in CT matters. If so, please provide the stats.

Thanks
Vl�llie T.
-----Original Message-----
From: BALD, GARY M.  DO!  FBI!
Sent: Thursday, March 17, 2005 8:32 AM
To: REIGEL, LOUIS M.  CyD!  FBI!; HULON, WILLIE T.  CT D!  FBI!; Caproni, Valerie E.  OGC!  FBI!
Cc: PIST OLE, JOHN S.  DO!  FBI!; STEELE, CHARLES M  DO! FBI!
Subject: Patriot Act

v

!J_N_CLASSlFlED
NON-RECORD

Lou - This morning, the Director asked Dave Thomas, CyD for details concerning the number of times
library computers have been used to launch cyber attacks. In particular, he wants this information in
anticipation of questions that will arise during consideration of the sunset clauses in the Patriot Act. Would
you please follow-up with Dave on this request, and include me in the response, which should be sent to

l the Director through Charlie Steele.

In addition, I believe it would be h
l .

, , ,, |lf the
information is available in either CTD or OGC, would you, VVl||l8 and Val, please also forward this to Charlie
 cc to me!.

~ Val - lfw1§ gg mt g_ ||;|;§n1]y |;§g|||&#39;|;g| S �J
x. Gary b6

a 5:5 ET ,,.,C

b2

b&#39;7E

b5
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I

I

Mqssage   Page 3 of 3

&#39; UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

§@�»<;f£.&#39;%/DERIVED FROM: G-3 FBI Classification Guide G; reugn Counterlntelhgence lnvestlgatlons
DECLASSIFICATION EXEMPTION 1,2� E
S EC RET

�le :// C :92D0cuments%2Oand%2OSetting oca1%2OSett1ngs92Temporary%20Int 7/14/2005

sE|:P¬{
b6

b7C



l :I| ha

if IMessage  Page 1 of 3
Alli. IT�-I . . ." IN [T[JI92l�I�!~92II92II~lI!
HEREIN IS LIIICLFISEIF
I. "�� " L: - E�  » _-"LE,-&#39; . "�|."�-�-�| �qrIPTE J. _ J. _ DPIH J 1.1 _1

� � � "w1"i= &#39;I.F?�l&#39;lFi�?3I|I|EFronI kCTD!  FBI! 1_L� ..-IFIED BY t.5l"&#39;*DI921H LE� cpb 051 -0545
Sent: Thursday, March 17, 2005 12:43 PM b6 =51�: Q11-3:� 1._4 ie: r F F
To�:HEIMBACH MICHAEL J.  CTD!  FBI! we �E�-L*�**�� OI" 1"�""���
<I¢IZ:|<@G¢>  FBI!
Subject: RE: Patnot Act

NON-RECORD

I Th� is no trackinq method for that
I specifically in I IUS1 II I I bl

I �b5

&#39; 0 double-check to con�rm thaI
I spoke td Iwho notedl b2

|&#39;I"&#39;II get back to b.7E
you as soon as I get confirmation of the above.

CTD/ITOS�1 MFB�H b2 ALL 11921Ei.P1»r.m:1r1 cnrr1w:i1192rEn
HEPEIII Ia ITNCLPHHIEIED E c:PT

 IGSKI b6 Illlihtxlz ewmri UJ.I~I:.I~&#39;I/JJ. I2.
pager

b7C

b6

. b7C

-----Original Message-----
From: HEIMBACH, MICHAEL J.  CID!  FBI!
Sent: Thursda March 17 2005 11:56 AM b6

! >To:  cro FBI 7
Subject: FW: Patriot Act 1� C

UNCLASSIFIED
NON-RECORD

See if this is something we track and/or can retrieve. Thanks Mike

Section Chief Michael J. Heimbach
CTD/ITOS I
Office # 571-280-5267

, Pager
. Cell # b2

----- ri ma essa e----- b6
-=~=m=|i|<crD><FB1> b7¢
Sent: Thursda March 17, 2005 11:48 AM i
T UD!  FBI!; HEIMBACH, MICHAEL J.  cro!  FBI!; VANNUYS, THOMAS J.  cm!
 FBI! I
Cc: VAN DUYN, DONALD N.  CT D!  FBI! I
Subject: F92N: Patriot Act

UNCLASSIFIED
NON-RECORD

55 ET b7c �I

�le://C:92Documents%20and%20Settings ocal%20Settings92Ten1porary%20Int... 7/14/2005 ~
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I IOGC! !FBl!
From: be
Sent: r 20, 2003 9:39 AM 1,-K;
To:
Subject: Fwd: Re: Business Records

1&#39;JRIi&#39;fT,P-.&�&�1TFT927.T1 TY-K F.&#39;:|1?".4 TJI�*TFT,»"Ii�fT,&�-
ON Ci?�Ci3�20I3.5

Forwarded Mail received from:[:::::::::::::::::] cA# O5_cV_O845

-��--Original Message-----
Date: 10 16 2003 03:48 pm -0400  Thursday!
From:
TO:

b6

b7C
CC: OWNER, MARION, Rowan, J
Subject: Re: Business Records

Thanks for teeing up this issue - again. Rather than dragging their collective feet or
setting up hurdles � OIPR should be embarrassed that the FBI has used this valuable tool
to fight terrorism - exactly ZERO times. The inability of FBI investigators to use this
seemingly effective tool has had a direct and clearly adverse impact on our terrorism

Q &#39;t f kl A t h t th l t 2 &#39; d &#39;th k NSLcases. ui e ran y, gen s ave spen e as years screwing aroun wi wea s
or using made up "voluntary" NSLs lit &#39; to give us information in ourterrorism cases  try to get info fromE;iiij;i;::i:::iijiif. The fact that this new FISA b2
tool has languish for two years � wit no l e y usage in the future ~ is nuts. While b7E
radical militant librarians kick us around � true terrorists benefit from OIPR&#39;s failure
tO let US USE the tOOlS given CO us. THIS SHOULD BE AN OIPR PRIORITY!!!

In any event - the efforts of NSLB to qet this on track are reatly appreciated.  PS �
don&#39;t forget OIPR&#39;s&#39; qw the same story!

LEO Office of Division Lounsel[::::::] b5
Privileged and o &#39; &#39; b7C

b2
>>> 10/16 2:56 PM >>> .
Not surprisingly, we  I should say, Pat Rowan! presented OIPR with a finalized application
and proposed order for business records, signed by Valerie, and they were all up in arms
because we had not coordinated in advance and had not used the form they had and because
we are not authorized to appear before the court and they don&#39;t have enough information
about the target and . . . I guess, mainly, they were upset because we wanted to
accomplish something without their interference. After Pat went through all their
grievances and aske would file something that used their form and met theirinformational needsj[fffffff:fffijsaid that it would depend on OIPR priorities. Which
means, I guess, that we get business records after the last of the initiations sitting on
their desks has been filed.

Anyway, does anyo or has a ne heard of a business records form that OIPR hasalready produced.nE:?iijsaid thatEff:]would have it but then conceded that he probably
would not. Also, per FISC Rule 9, we are told that we cannot file something with the
court or cannot appear in Court unless we are on some authorized list.� Does anyone have a
copy of the FISC rules?

I guess it was too good to be true, that we would actually be able to file something with
the FISA Court with our names on it and without it being held up by OIPR.

More on this saga to come I . ..

&#39; b7C 1



b6
Message ALT. TNF�ORT&#39;1iA&#39;TT.FJT&#39;-J rtorrrrnrrrrn Page 1 Ofl

b7C HEREIN Is UNCLASSIFIED
DATE 09,ns~2nn5 BY a5l?a DMH CLS

CA# O5�CV�O845

|:|<Q¢¢> <FBI>
From: I | Div09!  FBI! -
Sent: Friday, May 21, 2004 12:04 PM

To:

Subject: MIRACLES

UNCLASSIFIED
NON-RECORD

UNCLASSIFIED
NON-RECORD

We got out first business record order signed today! It only took two and a half years.

G 1,6
b7C

UNCLASSIFIED

UNCLASSIFIED

6/8/2005

b6

b7C



 Rev. O8-28-2000!

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O6/6/2003

To: All Divisions At�t ADIC, AD, DAD, SAC, CDC

Frmm Office of the General Counsel
National Security Law Unit

Contact:|
_ mm. TT&#39;-IP.F�R�92&#39;TDJPT m "wmmrmvrApproved By- Mueller Robert S III b2 HEREIN  TJI"-I&#39;ll-ASLBIFIED J

DATE l]9~EI7-EIEIEIS BY 5:-1"� DPII-I CL

Drafted BY1 I I b6 CA# 05-cv-0845
b7C

Case ID ii: 66F�HQ�A1247863

TIIIGI FISA BUSINESS RECORD APPLICATIONS
DELEGATION OF AUTHORITY

Swumsisz Delegates signature authority for Applications for
Business Records to FBIHQ officials under 50 U.S.C. § 1861.

Deta�sz The Foreign Intelligence Surveillance Act of l978
 FISA!, 50 U.S.C § 1861, provides for access to certain business
records for foreign intelligence  FI! and international terrorism
 IT!investigations through issuance of an order from the FISA
Court  FISC!. Section l86l a! l! authorizes the �Director of the
Federal Bureau of Investigation or a designee of the Director
 whose rank shall be no lower than Assistant Special Agent in
Charge!" to make an application for the order.

_ Thus, as permitted by 50 U.S.C. § 186l a! l!, I hereby
designate certification signature authority for applications for
FISA business records to the following FBI Officials:

1. The Deputy Director;

2. The Executive Assistant Director for

Counterterrorism/Counterintelligence;

3. The Assistant Directors and all Deputy
Assistant Directors of the Counterterrorism,
Counterintelligence, and Cyber Divisions; and

4. The General Counsel; the Senior Counsel for
National Security Affairs; and the Deputy General
Counsel for National Security Affairs.



1

To: All Divisions From: Office of the General Counsel

Re: 66F�HQ, O6/6/2003

The National Security Law Unit is hereby authorized to
prepare business record applications and will issue guidance on
the application process�

LEAD:

Set Lead 1:  adm!

ALL RECEIVING QFFICES

Disseminate to personnel involved in CI, IT, and
Cyber operations and to other personnel as appropriate.

2



ma. TN?�£�1lT-!l&#39;-&#39;TA&#39;T&#39;T.FJT&#39;-I .Fi.FJT-I&#39;1"�~.TT&#39;-117.1�!
P-lF!i¥¬F!&#39;iT"-I Te llNn"1T.A.°iQTFTED
DATE CI§�~2&#39;?�2l]l].5 BY E5179 DI92&#39;IH_-"GL5

CA# O5�CV�O845

| kOGC! $FBl!
F~m= It
Sent: b6
To:

b7C

Subject: FW: Simulateous use of criminal and FISA instruments

-----Original Message-----
From: Caproni, Valerie E.
Sent: Tuesday, February 24, 2004 5:29 PM b6
To: Curran John F" BOWMAN, MARION E.;Cc: |  MUELLER, ROBE  ; , . 1,7,;
Subject: imu a eous use 0 criminal and FISA instruments

Effective immediately DOJ is no longer o &#39; &#39; &#39; &#39; &#39; &#39;

� alonq to all the NSLU attorneys promptl . I
VC b5

1.



 Rev. 08-28-2000!

E��
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: O3/O7/2003

T0: Counterterrorism Attn: SSA

SS
b2

IQ b6

Frmm Office of the General Counsel
National Security Law Unit  NSLU!/Room[:::::::]

Contact: I I
1 E9 2? 2335Approved By: Bowman M. E. CH I H

Drafted By: I I
Case H!#:  U! 66F�HQ�Al247863  None!

Title: <0! I I
Symnmis: ;S}UNThis communication conveys NSLU authorization to
declassify certain FISA�derived documents for use by the U.S.
Attorney&#39;s Office forI Iin criminal
proceedings ofI I

AIIUII ��eclassify 0n: X1 _

Reference: :%<HUI199N�SE�8548l  Pending!
Deta�sz §QIWPursuant to a request from the International
Terrorism Operations Section I, CONUS 2, Team 7, NSLU reviewed
FISA�derived material contained in a memorandum dated 2 12/2003
from FBI &#39; &#39;Assistant Director Larry Mefford t
Counsel, Office of Intelligence Policy and Review, Department of
Justice. The memorandum was seeking authorization from the
Attorney General to use information obtained or &#39;&#39;c surveillance and physical searches odii:iiii:;::::i?jEE§iiiif;jin any and all phases of criminal prosecu ion.
reviewe the documents and determined that the cuts contained in
the O2/l2/2003 memorandum could be declassified. NSLU received
confirmati n fr at none of the inf rm &#39; eviewed

came fromI Isurveillance of[:ii:ifif?:j
b 2

hm

s@ 

DECLASSIFIED BY bbL7U DNH;CL°

b7C

b6

b7C

b6

b7C



S§§&T
To: Counterterrorism From: Office of the General Counsel

Re:  U! 66F�HQ�Al247863, O3/O7/2003

LEAD s!:

Set Lead 1:  Adm!

COUNTERTERRORISM

AT WASHINGTON , D . C .

 U! Authorization provided by NSLU for the

declassification of ceriain documents assqgiafed with the
criminal prosecution of

CC: 1 � Mr. Bowman b5

b7C1 1:|

Q0

:S£ET

2



TJF-IIi&#39;fT»P-.£�1F1TFT17TII IT�? G�:-17&#39;? TIT�*T*T,¢"&#39;Ii&#39;fT»£��92
ON Ci9rE7rEI]I].5

CA# O5�CV�O845

| |OGC! SFBIQ .
F |:|rom:
Sent: Thursday, October 09, 2003 1:46 PM
To:

b6

b7C

Cc:

Subject: FV4 FISA Issue b2

Forwarded FYI is WFO&#39;s response to a complaint that[:;:|wasb7E: processing FISA warrant
searches in a timely or complete manner. Should ou ecome aware of a similar complaintin the future I recommend that you contact[::::::Tand let him check it out. He was very
helpful and timely in his response. b6

|:| b7<=
--�--Ori inal Messa e�-��� b2

Sent: T urs a , Octo er 09, 2003 1:27 PMTO: f I
u jec issue

Kevin Carter, OGC b2

At NSLB/OGC&#39;s request � WFO reviewed the nature of our relations &#39; ith[:;:::] b7EBased on contact with the WFO squad  A-2! that serves orders toEif:1and t e supervisors
of t ogram - WFO identified no systemic or pervasive problemswitht::;iEompliance. I as specifically contacted and she advised
that elationship wit 1S excellent. WIth respect to the specific
FISA order you &#39; ified, determined that the delay was due to a initial misreadingof the order bytiizgwhich was rectified when brought to their _
attention. If Q learns of other information suggesting that problems b6
exist - will promptly address as they are reported to WFO. Again -because[?ff]is an important WFO li &#39; contact � it is the ADIC WFO policy that any b7Ccomplaints or concerns relating toEiiiTbe handled in coordination with WFO.
The WFO POCs for issues concerning[:::]are &#39; &#39; &#39; SAC  Brian Fortin � acting!�
for administrative or problem matters, CDC
for legal issues, and supervisor  A-2! for service issues.

Finally �[::;]is well aware of the delay in the DOJ processing of FISA orders and they
will be the irst to point out that they usually receive FISA orders
significantly after the date signed by the FISC.

| [ b2
WFO Office of Division Counse1.[:::::] b6
PrivileggHIand<¬6nfidential b7¢

I 92
1



Message Page 1 of 1

| Ioec!  FBI!H  I I I I KKKKKKKK -I   Triwriaiwrrnm tvtwmwmrmrn�

Fl&#39;OmZ   OGC!  FBI! HEREIN 1:" TJIICLFT�-JIFIED
S nt Monday August 23 2004 519 PM b6 DATE 1|3�ci:<�200:. BY 551"� DI�IHxC,L6 I , , I

CA# O5�CV�O845To: |:| oec!  FBI! bvc
I Subject: 2702 lssue

SENSITIVE BUT U NCLASSIFIED
NON-RECORD

|:|C h lp with a matter of concern tcI I He believes that th is anan you e
invaluable resource to the Bureau. He therefore likes to trv and help] Iwhenever he can rom lme to
time�| |pass alond

The threat IS potential loss of lif ttack. &#39; in th

v provides greai service but|:|is problematic in tha

Can you please follow up on thi in a few ways? Talk t  | spoke with hi tthi&#39; rmation he has abo ompliance. You may also want to speak withI Io see what knowled ay hav compliance. Second, I&#39;m a bit concerned that this may be amisuse of 2702 authority. If the requests fromave a clear nexus to F a fide
emer encies, then I am okay with it. If, however, we are doing this urelv fo nd doing itfo on a routine basis, then I think it could be a problem.I Iof ILU has issued somegui ance on 02. See m  not have it. Can you researc on in addition to finding outwhat the problems are with nd prepare a memo f0 n proper use of the tool, including whatever
you find out abou|:|Please let me know if you have any questions. Thanks.

SENSITIVE BUT U NCLASSIFIED

6/9/2005

b2

b7E

b6

b&#39;7C

b7D



b5

 Rev. on-31-2003! 116

FEDERAL BUREAU or INVESTIGATION 1�"

ALT. Tl�-IF.FJRI92&#39;TP92�[�T[�JN l�DNTATNFI]&#39;J
HEREIN I3 T.TI&#39;~ICL;°~.FJT-JIE&#39;IED
DATE l|:�[I3�EICICI5 BY 551?? DI"II-I/�CL�

�A# O5�CV�O845

92



b5

b6

b7C



IL! b5
b6

b7C

l

I

&#39;1

3



b5

4



b5

5



- b5

6



U.S. Department of Justice
_,.--.__

1* " - F� vuv &#39; . .�llQ:  Federal Bureau of Investlgatlon�-4

In Reply, Please Refer to
File No.

b5

b6

�� b7C

7



b5

92 /
8



Message Page 1 of 3
b6

b7C

| | occ!  FBI!&#39; I I H " I V H I " I  I ���������

F~m= |:|<D~13><FB&#39;>
Sent: Monday, May 10, 2004 7:09 AM cA# O5_cV_O8 45

To:   Div09!  FBI!
Subject: RE: Question on dissem of Grand Jury info to OIPR

SENSITIVE BUT UNCLASSIFIED &#39;

NON-RECORD

|:| �
ls a certain person at OIPR getting LHM&#39;s with FGJ info�? The AUSA was looking for a speci�c name to add to the
list. I said l&#39;d check.

-----Ori inal Messa e----- � b6
From   on/09!  FBI!
Sent: Wednesda Ma 05, 2004 1:28 PM NC
�iii Div13! <FB1> 
Subject: RE: Question on dissem of Grand Jury info to OIPR

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yes, but this is disclosure of GJ info and according to the AGG  see EC from OGC dated 11/5/02! it must
be marked if it identifies a USPER by name, nickname, etc. Most LHMs to OIPR don&#39;t contain GJ info.
Yes, the AUSA has to notify the judge that the info will be shared with OIPR.

-----Original Message-----

From  Div13!  FBI! 1,6
Sent: e nes a ay , 2004 10:07 AMTo=liX&#39;lDiv09>  FBI! �C
Subject: RE: Question on dissem of Grand JUFY info to OIPR

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

yes there is usper info, but we send usper info to OIPR all the time, thousands of LHMs.

S0 do we need the AUSA to pre-approve the diseminaton of the FGJ info to OIPR?

_-_-_Or&#39; &#39; _..--

From: Div09!  FBI!
Se - M 5, 2004 10:03 AM b6

en
Subject: RE: Question on dissem of Grand Jury info to OIPR

SENSITIVE BUT U NCLASSIFIED
NON-RECORD

Does the info in the LHM identify any USPER by name, etc.? lf so, the info will have to
marked as containing USPER info.

6/9/2005



Message Page 2 of 3

6/9/2005

ln addition, the AUSA will have to notify the court that GJ info is being disseminated to OIPR.

___-_Qr&#39; &#39; __-.&#39;_

From=  Div13>  FBI! b6
Sent: Wednesda May 05, 2004 9:31 AM b-,C

l:I<vi~/09 FBIT0= !  !
Subject: RE: Question on dissem of Grand Jury info to OIPR

SENSITIVE BUT U NCLASSIFIED
NON-RECORD

The LHM is the initiation of a Pl notification.

--_-_Qr&#39; &#39; -----

From  Div09!  FBI!
Sent: Wednesda , Ma 05, 2004 9:24 AM

T<>=|iY��|<r>rv13>  Fan
Subject: RE: Question on dissem of Grand Jury info to OIPR

b6

b&#39;7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

ls this for an initiation or an annual LHM?

-----Ori inal Messa e�----

From   DIVI3!  FBI! beS  May 05, 2004 s;01 AM
I b7CT0:  D|vO9!  FBI!

Subject: Question on dissem of Grand Jury info to OIPR

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|:|
We have received an OIPFI I
n the matter we
supoena. The paragraph goes on to quote

Can this LHM be sent to OIPR with that grand jury info in it?

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

b2

b7E



Message

mm; 10-19-2005 I
CLAQQIFIED BY l&#39;5El:�9 D:"IHfCLB
000.20:-I-1; 1.4 �:
l:&#39;ECLJ:&S$IF�&#39;; &#39; OI"-II 1|]-lg-EIJSU

Page 1 of 3

CAII O5_cV_O845 AIT TIIFI_&#39;!RI92&#39;IP92TTON -:".oNTmr11=n
IEREIN IF u "

From I I CTD!  FBI! EEWET
Sent: Thursday, August 05, 2004 12:13 PM

b&#39;7C

T<>= |:|  8&#39;!  FBI! b�
Cc I |
Subject: RE: a pending pen application

SENSITIVE BUIUNCLASSIFIED
NON-RECORD

_ I >5 T&#39;-ICLPISSIFIJD E92CEPT
WI-IEFE I-IOB&#39;II92I OTHERFITIS3

b5

b6

ss/~l:|
WOSH/PRGU

0!
P! �*6

b7C
----_O &#39; � -----

From 1!  FBI!
Sent: Thursda Au ust 05 2004 11:47 AT01 | CTD!_ FBI!:I ICFD!  FBI!Cc: OGC!  FBI!; I | SI!  FBI!
Subject: RE: a pending pen ap

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thanks,|:|

S

6/9/2005

lon, ampaign RA

� me
-�---OriginalMessage----- b7C

From:| | CT D!  FBI!

b7C

b5

b6

b7C



Message

6/9/2005

Page 2 of 3

Sent: Thursda Au ust 05, 2004 9:33 AM EEIIKT
To:  CT D! FBI b6
Cc:  OGC!GBD SD FBD
Subject: FW: a pending pen app ication b7c

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|:la.k.a. Mr. Pen Register! -
b7C

Please contact case agent S and obtain an update re how FBI Spring�eld has
handled the collection on this . a IS the current status?

b6

b5

|:l b�
b7C

I dunno.� lourt-authorized data obtained via an application
which contained one �! non-material good-faith error seems draconian to me. l do not think we
should accept this remedy without serious discussion and consideration.

Thanks.

will
FBIHQ / cm / nos ll / PRGU

0! -

P!

b2

_____Or_ _  b6
From �G¢> <06/92> W
Sent: Thursda Au ust O5 2004 9:54 AM

 do FB1;|:is1><FB1>T   !  !
Subject: a pending pen application

SENSITIVE BUT UNCLASSIFIED

NON-RECORD g  |: E 1|

bl

b5

b6

b7C

b7A|:|l can be reached a  at OIPR  voice mail! or at the FBI a  no
voice mail!.

|:| hope your move went well. b2
b6
 sabér

SENSITIVE BUT UNCLASSIFIED



Message Page 2 of 3
EET

b6

b7C

6/9/2005

snl��lS rin ie ivision, ampaign RA

i ha

bl

b6

b7C

b3

b7A

-----Ori inal Messa e----- NC
-=~mi"i|<<>@<:> en
Sent: Monday: August O9, 2004 2:50 PM
To  SI!  FBI!
Subject: RE: Pending pen register

seusm SSIFIED
N  A

lhanls, that&#39;s helpful. When did you learn about the need to change the subject&#39;s status?
Also, do you happen to know why this has not been brought to the attention of the court for
so long? is it because the OIPR attorney was not able to have draft explanations to the court
approved by James Baker? lt sounds to me like you and FBIHQ passed along the
information to OIPR in a timely fashion, but the delay in getting it to court is due to the
situation at OIPR. Correct?

-----Ori inal Messa e-----

Fromigil  SI!  FBI!
Sent: Monda August O9, 2004 3:43 PM

|i| 06¢ FBIT0=   !  !
Subject: RE: Pending pen register

SENSITIVE SIFIED

@a e

ski
Sgringfield Division, Champaign RA

From OGC!  FBI!

To: I!  FBI!
Subject: Pending pen register b7C

SENSIT ASSIFIED
N  S

Iii

s§.<a§r



Message

5|-Dsézr
bl I Iis out on $L todav an

Page 3 of 3

b5

b&#39;7A

b6

b7C

Thanks,

NSLB

SENSITIVE BUT UNCLASSlFlEQ/

SENSITIVE BUT UNCLAS IED

SENSITIVE UT UNC SSIFIED

SENSITIVE BUT CLASSI D

SENSITIVE B T UNCLASSIFIED

SENS? BUT UNCLASSIFIED

6/9/2005

S ET



Message Page 1 of 3

I     l<°G¢><FB&#39;>    59*-ET
miss: &#39;_u-1%-suus b6

Sent: Monday, May 10, 2004 10231 AM LIfL5&SSIEIED BY 5.5179 DI"IH_ LLb
_ REASON: 1.4 {C} b7C

DEZ�L.-*1.BSIE�Y om: 10-1%-2030To:  D|v09!  FBI!
Subject: RE: Pen register cA# O5&#39;cV&#39;O845

SENS"-NE BUT UNCI-ASS|F|ED }~LL II&#39;~IE&#39;ORMA&#39;I�II1N coummisn
NON-RECORD HEREIN Is UI&#39;-JCLASSIFIEL E92CEPT

|IJHl:.t"_. HUMIN £_1l.�l�1El~lh�.i_l_bL

Okay, so ifl understand it right. . . You approve of us sending it on to OIPR?

Thanks

-----Original Message-----
From   Div09!  FBI!
Sent: Monda Ma 10, 2004 10:28 AMTo: Div13!  FBI! b6
Subject: RE: Pen re &#39;ster9&#39; b&#39;7C

sENsmy_EJ3.U.T.uMc1.A&s|F|ED
NON-RECORD

|:|
I really should take a look at those in the draft stage so that I can identify any potential legal issues prior to
the application being sent to OIPR. Plus, under the new system I should be reviewing things before they
are assigned to an OIPR attorney. After they are assigned, my role is limited. I intend to send something b6
on procedures under this new system to everyone in PRGU soon. b7C

|:|
-----Ori inal Messa e-----

Fr~»nii|<Dw13><FB1> 1.6
Se &#39; y 10, 2004 10:18 AMTo  Div09!  FBI! b7C
Subject: FW: Pen register

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is in regards to the email you sen�: We will get it to OIPR this week.
You won&#39;t need to do anything on it until OIPR gets through with it. Unless . . . according to the new
AG thing, do you stick close to Pen Registers or not?

- Thanks b6
Iii we

-----Original Message-----

Fmm Div13!  FBI!Sent: on a a 10, 2004 10:15 AM b6

To: Div13!  FBI! QEQQET bvc
6/9/2005



Message Page 2 of 3

6/9/2005

sgzesr
Subject: RE: Pen register

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

You can start on it. Touch b &#39; &#39; we are on it. It is one that we should go
up on. He is the main guy i

b2

-----Ori inal Me e-----

From: Div13!  FBI!
Sent: Monda May 10, 2004 9:54 AM

Iii vi 13>  FBITo   v !
Subject: RE: Pen register

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b7E

b6

b&#39;7C

Good Iord|:I>n it this week. Ijust got the application on Friday. The EC was dated
4/20. I haven read it yet. Do you want to see it. And yes, I&#39;ll get it in the DB.

-----Ori inal Messa e-----

From  Div13!  FBI!
Sent: Monday, May 10, 2004 9:49 AM
T<>IiI Div13!  FBI!
Subject: F92N: Pen register

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b6

b&#39;7C

I:Ido you remember this request? It is po i I that it happened while you weregone. If you don&#39;t remember it, I will check wit  Thanks. D
-----Ori inal Messa e-----

From Div09!  FBI!
Sent: Monday, May 10, 2004 9:38 AM

To:|:|  Div13!  FBI!
Subject: Pen register

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

s$éRET

b6

b7C

I r iv n EC fr0n&#39;|;|dated 4/20/04, requestinireviewed t e request form and it is lega y su�icient. D0 you need me to S II
0 any mg else on that?

|:|

sEXRET

BB;SENSITIVE BUT UNCLASSIFIED

bl

b2

b7E

b6

b7C
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Message &#39; .  Page 1 of 1

| | oec!  FBI! lb�
.. 0    _ ., , ,  _.  .. . ,b-[C .......     ,.   _ . _ _

l DATE; 10-17-2005From: � lCTD!  FBD CLASSIEIED- BY 551?? DI"II�IfCLS
Sent: Wednesday, September 01, 2004 12:14 PM  w_l7_2@3@

 OGC!  FBI! CA# 05�CV�0845
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UNITED STATES�

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C. l

IN RE ABDULMALEK S�==AGH, :

A U.S. PERSON.  s! - Docket Nuvmef� PR/TT

APPLICATION FOR PEN REGISTE &#39; -92 /OR TRAP AND TRACE DEVICES
FOR FOREIGN &#39; LL] ~NCE PURPOSES

The United Stat of America, ~ rough the undersigned

Department of Justice » torney, hereby appli to this Court,
pursuant to the Foign Intelligence Surveillanc Act of 1978

 the Act!, Tit - 50, United states Code  U.s.c.!, §§ ~s01-1811,

1541-1846, s amended by the �Uniting and Strengthening Arica

by Prov&#39; ing Appropriate Tools Required to Intercept and Obst ct

4 Ter rism Act of 2001"  USA PATRIOT Act!, Public Law 107-56, for

V order authorizing the installation and use of pen register

and/or trap and trace device s! to protect against .

SECRET

Classified by: Jiggs A. Baker, Counsel for
. Inte11igenc:e,Po1ic§/;, OIPRPDOJ

Reason: 1.4§c1
Declassify on: Q
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int~ national terrorism in an investigation concerning Abdulm- ek

Sabbagh, a United States person, which is being conducted - the
Federal Bur=-u of Investigation  FBI!.  S!

1. �e Counsel for Intelligence Policy� is authorized

to approve applicat�ons for pen register and/or t =p and trace

surveillance under the ~ct. The Counsel&#39;s appr-val of this

application and finding th- it satisfies t ~ criteria and
requirements for such applicat -ns are see forth below.  U!

2. The federal officer --e Ing to use the pen register

and/or trap and trace device s! co -reo by this application is

Douglas E. Lindquist, Supervise Special &#39;<ent of the FBI

assigned to the Palestinian :-jectionist Group- Unit  PRGU! of

the International Terrori- Operations Section 2 OS 2! in the

FBI&#39;s Counterterrorism Iivision of FBI Headquarters in

Washington, D.C., w -se official duties include supervisio~ of

the FBI&#39;s invest�-ation of Abdulmalek Sabbagh.  S!
3. -et forth below is the certification of the

applicant t at the information likely to be obtained from this

pen register and/or trap and trace surveillance is relevant to an

ongoing investigation of a United States person to protect

1 Attorney General Order Number 2569-2002, dated March 26,
2002, a copy of which is on file with this Court.  U!

SECRET
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aga&#39;nst international terrorism that is not being conduct==

solel upon the basis of activities protected by the Ffrst

Amendmen to the Constitution.�  U!

4. Abdulmalek Sabbagh is the subject ¢ a full FBI

National Secur y investigation, which was &#39; itiated on November

6, 2003. He is a .S. citizen who was n. uralized on June 2,

2000. This investig-tion is being co&#39;ducted on the basis of

activities of Abdulmale Sabbagh, ; United States person, and not

solely on the basis of act&#39;vit&#39;es of Sabbagh that are protected

by the First Amendment to e Constitution.  S!

Since its ini ation 1~ late 2003, the FBI&#39;s

investigation of Sa--agh has revea ~d that between December 28,

1994, and Octobe 15, 2002, Sabbagh W1 ed from the U.S. more than

$2,200,000 to -ccounts outside the U.S., &#39;ncluding accounts in

2 Section 214 of the USA PATRIOT Act prov des that each
appl cation shall include:

a certification by the applicant that the info mation likely
to be obtained is foreign intelligence informat -n not
concerning a United States person or is relevant o an
ongoing investigation to protect against international
terrorism or clandestine intelligence activities, provided
that such investigation of a United States person is not
conducted solely upon the basis of activities protected by
the First Amendment to the Constitution.

Section 402 c!�! of PISA, 50 U.S.C. § l842 c!�!, amended by USA
PATRIOT ACE Of 2001, § 214 �001!, Pub. L. N0. 107-56.  U!

SECRET
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Ger~any and Jordan. More specifically, FBI investigation 0 date

has re»�aled that between 1994 and 2002, Sabbagh has m-is -

payments -taling approximately $240,000, to �Islam&#39; Relief

Worldwide," �~ife for Relief and Development,�3 awd �Holy Land

Foundation,� al organizations that FBI invest&#39;gation has

implicated in suppl ing funds to HAMAS.�  

FBI investigrtion has also det= ined that on or about

November 27, 2000, Sabbag� was in tel:-honic contact with

Mohammad El�Mezain, the subj- t of =n FBI  San Diego, California!

full National Security investig- ion and a former target of

Court�authorized electronic sirveil--nce as a suspected HAMAS

fund-raiser active within &#39; e U.S. On uly 27, 2004, El�Mezain

was charged in federal v-urt in Dallas, T- as, with crimes

� Life for &#39;-lief and Development is the c rent target of
Court�authorize~ electronic surveillance as a susp:cted agent of
Iraq, and a fo er target of Court-authorized elect onic
surveillance -s an agent of HAMAS  described below! i volved in
raising fun-- for HAMAS.  S!

� F: and Central Intelligence Agency  CIA! investigitions
in this :nd in other matters have revealed that HAMAS is a
terrorist organization that espouses an extremist Islamic
fundamentalist ideology and maintains support structures in the
United States, Britain, France, Italy, Germany, and Jordan. CIA
reporting also indicates that HAMAS has active support structures
in Iran, Kuwait, Sudan, Syria, and Yemen. HAMAS terrorist
attacks have resulted in scores of deaths and hundreds of
injuries in Israel, including the killing of several U.S.
citizens.  S!

SECRET

- 4 -
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related to al egations that he has funneled money to HAMAS in

supprot of its t:rrorist activities.  S!

Additiona 1y, FBI investigation has revealed at

between August 1999 an» February 2000, six calls to ~-bbagh&#39;s

home telephone number we = made by Mohamad Kawam, he subject of

a current FBI full National 92ecurity investigar on as a suspected
leader of a HAMAS financial sup~ort network n New Jersey.

Additionally, a source considered eliab e by the FBI reported

that on or about March 12, 2003, and ~ or about August 4, 2002,

Kawam was in telephone contact wit El� =zain  described above!.

 S! .

5. This is the 1 tial application -or pen register

and trap and trace surve&#39; lance of the target of - is

application.  S!

6. The -elephone line s! and/or other facili. /ies to

which the reque= ed pen register and/or trap and trace de &#39;ce s!

is/are to be attached or applied is/are:

 A! �04! 842-2666, which is leased by or listed to

Ghayda Salkini, 102 Allison Avenue, Bridgeport, West

Virginia;�

5 FBI investigation has revealed that Sabbagh informed a
local utility that �04! 842-2666 is his home telephone number.
The Morgantown  West Virginia! Mosque telephone directory

SECRET
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 B! �04! 622-2500, which is leased by or liste- to

Aadulmalek Sabbagh, M.D., 4 Hospital Plaza, lite 302,

Cla sburg, West Virginia;�

 C! �*4! 269-1448, which is leased by vr listed to

Abdulmal-_ sabbagh, M.D., Route 4, B» 9-A, Weston,

West Virgin--;� _

 D! �04! 269- 235, a facsimil: machine, which is

leased by or lis -d to Abdu alek Sabbagh, M.D, Route

4, Box 9�A, Weston, West ¢irginia;

 E! �04! 269-1400, w <ch is leased by or listed to

Ghayda Salkini, Sa--agh&#39; wife, Route 4, Box 9-A,

Weston, West Vi -inia.  S!

The FBI has v rified the info ~ation in subparagraph

 A! above through it= investigation, as de- ribed above. The FBI

has verified the &#39; formation in subparagraphs  B!,  C!, and  E!

above through . National Security Letter and th -ugh newspaper

ascribes t&#39;is number to Sabbagh, and www.infospace.~om, an
Internet elephone directory, provides this number a- being
subscrived to by Sabbagh�s wife, Ghayda Salkini, at 102 Allison
Avenue, Bridgeport, West Virginia, which FBI investigation has
revealed is Abdulmalek Sabbagh&#39;s home address.  S!

6 FBI investigation has revealed that Sabbagh maintains a
medical practice at this address.  S!

7 FBI investigation has revealed that Sabbagh also
maintains a medical practice at this address.  S!

SECRET
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advert&#39;sements for Sabbagh&#39;s medical practices. The FBI ha

verified -he information in subparagraph  D! above throug a

National Sec rity Letter.  S!

7. ~is request is for pen register and/or rap and

trace authority wi hin the United States.  S!

8. The Co it is requested to authorize he

installation and use of ~en register and/or tra- and trace

 including caller identifi =tion details rega Ring incoming

calls! device s!, with no geo- aphical limi = or restrictions

within the United States, for a priod of A inety days and /to

direct that the following person s! ~ur sh the FBI with any

information, facilities, or technical a sistance necessary to

accomplish the installation and Operation of the pen register

and/or trap and trace device s! iv such a man~er as will protect

its secrecy and produce a minim m amount of inte ference with the

services each such person is wroviding to their su-~criber:

Verizon West Virginia, Inc.  S!

WHEREFORE, the Anited States submits that this

application satisfies the criteria and requirements of the Act,
_.

SECRET

_ 7 _
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as amen-rd, and therefore requests that this Court authorize he

installatio~ and use of the pen register and/or trap and t ace

device s! desc �bed herein, and enter the proposed orde s that

accompany this apo ication.  U!

Respectfully submitted,

Ke~&#39;n A. Forder

Atto ney
U.S. I-partment o Justice

&#39; VE Fl TION

I declare under pen- ty of perjury hat the facts set

forth in the foregoing app1&#39;cation are true and orrect. »

Executed pursuant to Tit - 28, United States Code, > 1746, on

.  U!

Douglas E. Lindquist
Supervisory Special Agent _
Federal Bureau of Investigation

SECRET

-3-
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CERTIFICATION _

I certify that the information likely to be obta&#39; ed

from t e pen register and/or trap and trace device s! quested

in this plication regarding Abdulmalek Sahbagh is elevant to

an ongoin§ 1 vestigation of a United States per n to protect

against intern tional terrorism that is not eing conducted

solely upon the b sis of activities prot ted by the First

Amendment to the Con titution.  S!

Kevin A. Forder

Attorney
U.S. Department of Justice

SECRET
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DESIG§ATI§D AITORNEY APPROVAL

find that this application regarding Abdul lek

Sabbagh sati ies the criteria and requirements fo such

applications se forth in the Foreign Intellig ce Surveillance

Act of 1978, 50 U. .C. §§ 1801-1811, 1B&1- 46, as amended, and

hereby approve its fi ing with the For &#39;gn Intelligence

Surveillance Court.  S!

James A. aker

Counsel f Intelligence Policy

Date

SECRET

-10..
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|:I<<><-=6!  FBI!.._, ........... ..   ,  .   ,  t  .  _.E_T_.T THFm§_�Aq1T�.�m[_fONTA_f_Nm_! _
Frorn: &#39;   HEREIN IS T.TI»ICL2"».SBIFIED .DFUIIE :I.i:I-�1§I�:I[I[:IE92 BY 5E92_I."ICI I&#39;ll}/CLS

Sent: W�dnesda , March 24,    cA# O5_cV_O845 b7C

|iLiD~<>9><FB|>
Subject: RE: obtaining tax info

UNCLASSIFIED
� NON-RECORD

But you can review the relevant sections yourseif and see if you find something that I overlooked.

Or. .

From:  Div09!  FBI!
04 9 46 AMSe &#39; :

To: Div09!  FBI!
S b : : tu Je 0 aimng ax ino

UNCLASSIFIED
NON-RECORD

b5

&#39; b6

b&#39;7E

b6

b7C

b6

b&#39;7C

b5

-----Ori inai Messa e-----

From  Div09!  FBI!
S &#39; Marc , 20 4 9:42 AM
1&#39; Div09!  FBI!
Subject: RE: obtaining tax info

UNCLASSIFIED
NON-RECORD

b6

b&#39;7C

6/17/2005

b6

b7C

b5

b2

b&#39;7E
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��-��Ori inal Messa e�����

Fm-11|_CiJ&#39;l<Dwo9>  FBI!
Se &#39; 3:51 PM

Su Ject: o taining tax in o

UNCLASSIFIED
NON-RECORD

b6

b7C

b2

b7E

b5

Thanks.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

6/17/2005



 Revised 11/04/2003!
FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT  FISA!

BUSINESS RECORDS REQUEST FORM

INSTRUCTIONS

The FBI must use this form to request that the National Security Law Branch  N SLB!
prepare an application to the Foreign Intelligence Surveillance Court  FISC! for a Business
Records Order, pursuant to the Foreign Intelligence Surveillance Act  FISA!, 50 U.S.C. §1861.

FBI �eld of�ces must adhere to the following procedures in using this form: &#39;

�! The FBI special agent  SA! in the relevant FBI �eld of�ce/division with primary
responsibility for the foreign counterintelligence or counterterrorism investigation to
which the request relates should complete this fonn.

�! This form must be reviewed and approved by Supervisory Special Agent  SSA!, the
Chief Division Counsel  CDC!, and the Special Agent in Charge  SAC! or the Program
Assistant Special Agent-in-Charge ASAC!.

�! This form should be sent to the appropriate FBI Headquarters division
 Counterintelligence or Counterterrorism!, the National Security Law Branch  N SLB!,
Room 7975, and the FISA Unit, Room IBO46.

Based on the information provided on this form, NSLB will prepare a FISA Business
Records Application, and Order and present it to the FISC.

Direct any questions about how to complete this form to the FBI HQ SSA or NSLB �02!
324-3951 .

h Blank versions of this form are unclassi�ed. Add classi�cation markings to the form
according to the classi�cation of the information you provide.

ALL II-IE� ORNAT I ON CFYNT AINE D
HEREIN IS UI&#39;-ICLASEIFIED
U.-&#39;*.&#39;J.&#39;l;&#39; lU�lT�EUU5 BY l55_Tci IJIIIHXLLS

CA# O5�CV�O845

-



 Classi�cation of completed form!

 Revised 11/O4/O3!

F ISA REQUEST FOR ACCESS TO BUSINESS RECORDS,
I.E., "ANY TANGIBLE THING  INCLUDING BOOKS, RECORDS,
PAPERS, DOCUMENTS AND OTHER ITEMS!" �0 USC Section 1861!

1. General Information

a. Name of Subject s! of the investigation for which the tangible things are
sought:

b. FBI �le number s!:

c. Date full investigation or preliminary investigation of such subject was
authorized:

ALL INFOF&#39;.I"lP-.TIOl"-I CO1"-ITBIIIED

d- Of�ce of Origin: iiiilii�-.»?§§§§EZ§E§§§�.~9 1_11"1H a_L
cA# 05�cv�0s45

e. Case Agent Point of Contact:
i. Name:

ii. Telephone:
&#39; iii. Secure Fax:

f. FBI Headquarters SSA:
i. Name:

ii. Telephone:
iii. Secure Fax:

g. Status of Subject of the Investigation
i. USP

ii. Non-USP or

iii. Foreign power

h. Status of Subject of the Request, if different from Subject of the Investigation

i. USP _
ii. Non-USP

iii. Foreign Power

2. Basis of Request for Tangible Things

a. Speci�cally describe the tangible things  e.g. books, records, papers, documents!
you are requesting. If the tangible thing is not a written document  e.g., an
apartment key!, explain why you believe that it is being kept by a custodian in the
normal course of business. Notethat the subject of the request does not have to

 Classi�cation of completed form!

1



 Classi�cation of completed form!

be the subject of the investigation.

b. If relevant, state whether you are requesting the original or copy of the tangible
things. &#39;

c. Provide a brief summary of the full investigation or preliminary investigation for
which the requested tangible things are sought.

d. Explain the manner in which the requested tangible things are expected to
provide foreign intelligence information for the full investigation or
preliminary investigation.

3. Service of the Business Records Order

a. Identify the current custodian, owner, or person in possession of the
requested tangible things.

b. Identify the name, address, title, and telephone number of any custodian or person
to whom an order needs to be directed to require the production of the requested

tangible things.

4. Field Office Approval

I have reviewed this request and certify that the requested tangible things are sought
for an authorized investigation, conducted in accordance with the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence
Investigations, to obtain foreign intelligence not concerning a USPER or to protect against
international terrorism or clandestine intelligence activities. I further certify that the
authorized investigation is not being conducted solely upon the basis of activities protected
by the First Amendment of the Constitution.

Supervisory Special Agent  SSA! approving this form:
Printed  or Typed! Name:
Telephone Number:

Signature: � Date:

 Classi�cation of completed form!
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 Classi�cation of completed form!

CDC approving this form:
Printed  or Typed! Name:
Telephone Number:

Signature: Date:

SAC or Program ASAC approving this form:
Printed  or Typed! Name:
Telephone Number:

Signature: Date:

 Classi�cation of completed form!
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